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Introduction & Summary
The digital revolution is permeating all aspects of society, remaking the 
way people work and learn, changing the economic landscape, and alter-
ing America’s relationships with the rest of the world. While this revolution 
has generated many benefits throughout society, the rapid change, ac-
celerated by the global COVID-19 pandemic, has also created economic 
disruption, devastating many in the middle and working classes and pos-
ing challenges to American democracy. With the right policies, however, 
this revolution holds the potential to create a more inclusive and growing 
American economy with good American jobs, establish digital governance 
to protect democracy, support inclusive growth in developing countries, 
and position the United States (U.S.) as a global digital leader. 

That is why the American Leadership Initiative (ALI) has convened and 
consulted with experts and key stakeholders from think tanks, academia, 
civil society, and business, together with elected officials, to develop a dig-
ital policy roadmap for the Biden Administration and Congress. This report 
represents a culmination of that work. 

To reap the benefits of the digital economy, and avoid its pitfalls, America 
must launch a Global Digital Strategy, involving a whole of government 
approach, and including participation of business and labor representa-
tives, and civil society stakeholders. Such a strategy should focus on two 
interrelated pillars: Investing in America, ensuring equal access to tech-
nology to close the digital divide and promoting policies to ensure Ameri-
can competitiveness; and Leading Globally, working with allies to create a 
global digital future that is open, transparent, and democratic. 

America’s global digital leadership requires citizens who have equal ac-
cess to broadband, digital technologies, training, and education, so that 
they can fill the jobs of today and tomorrow, actions made more urgent 
by the unequal social and economic impacts of the pandemic. Invest-
ing in America must therefore start with a comprehensive look at how to 
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improve access to digital training at all levels, from grade school through 
community college and apprenticeships, to older workers who need to 
upskill for new jobs. It must include providing access to digital devices and 
broadband for all citizens and ensure that this training and technology is 
accessible to citizens living in rural America, African Americans, Hispan-
ics, and other underserved communities.

To ensure American workers are gaining the right digital skills necessary 
to succeed in the future economy, government, corporate and labor part-
ners must come to the table to significantly bolster education and training 
programs in new ways. By developing an inclusive digital agenda, includ-
ing universal access to broadband, as well as freeing up new spectrum 
and tackling net neutrality, the new Administration can shift the U.S. econ-
omy towards greater income equality and prepare American workers to 
compete globally in an increasingly digital world.  

The Biden Administration should also move to establish an Office of Glob-
al Digital Policy in the Executive Office of the President. This new office 
would coordinate digital policies, starting with the imperative of doubling 
U.S. federal investment in research and development; advancing a global 
digital governance agenda that allows citizens to safely use the internet; 
identifying a limited group of technologies for targeted support; encour-
aging policies that foster innovation, protect key technologies, promote 
exports; and supporting immigration reform, including provisions designed 
to attract and keep the best talent from abroad. 

These efforts must be combined with a multipronged series of investment 
and export controls to protect key U.S. technologies and a Digital Marshall 
Plan to provide financing for U.S. technology companies. This financing 
would allow companies to compete on a level playing field with China’s 
technology companies that receive government subsidized financing, not 
just to provide fair commercial competition, but to ensure that developing 
countries can purchase internet infrastructure consistent with an open, 
accountable, and democratic internet, as opposed to Chinese supplied 
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infrastructure, which supports an autocratic internet, allowing government 
monitoring and censorship. 

With strong, inclusive domestic policies and funding, America and its work-
ers will be positioned to compete and Lead Globally. To achieve such global 
leadership, the Biden Administration must discard the unilateral approach of 
the Trump Administration and establish an alliance with other liberal democ-
racies that have advanced technology industries. These technology-driven 
democracies, the “T-10,” should work together to create a global governance 
agenda, based on shared values. This alliance should create a framework 
that will allow businesses, civil society, and citizens access to an internet 
that is open, democratic, and safe, as well as form a template for negotiat-
ing digital agreements with other countries, understanding that other coun-
tries may need to phase in or adapt parts of the agenda. 

Finally, the U.S. must work with its allies to develop a coordinated ap-
proach to China, applying joint pressure to eliminate the subsidies and 
other non-market practices it uses to give its technology companies an 
unfair advantage, while jointly coordinating the protection of technologies 
vital to national security. This leadership will be important in safeguarding 
American interests and a democratic internet, especially when faced with 
a rising China, which is promoting an autocratic internet as an export and 
political strategy. 

With the T-10 framework in place, the U.S. should negotiate additional 
digital arrangements. The next step should be the negotiation of a Pacific 
Digital Agreement, taking advantage of the digital agreements many of 
these countries have already negotiated among themselves. This agree-
ment would also be a way for the U.S. to reassert its engagement in Asia, 
a region that has sorely felt the U.S. absence during the past four years. 

A comprehensive digital strategy is broad and complex, touching on al-
most every aspect of the economy and people’s lives. New technologies 
offer the promise of solving many of the world’s challenges but also raise 
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new issues, like increasing economic inequality, managing the impact of 
violent and false narratives on social media, and the opportunity to abuse 
technologies like facial recognition. Our list of recommendations detailed 
in this report is not exhaustive, but rather provides a policy scaffolding – 
the key elements that must be in place for the U.S. to harness digital tech-
nologies to their best advantage, creating a more inclusive and growing 
economy at home and abroad, and a safer, more democratic world.

About the American Leadership Initiative 
The American Leadership Initiative (ALI) is working with elected officials 
and other stakeholders to develop a 21st century vision and policy agenda 
for American global leadership, based on American interests and shared 
values. ALI’s policy work is focused on five pillars: advancing inclusive and 
sustainable growth at home and abroad, pursuing smart trade policies, 
leading on climate, meeting the China challenge, and promoting democra-
cy, human rights, and rule of law. 
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Part I:  
Investing in America
Now is the time for a landmark investment in America’s digital competitive-
ness to prepare the country for an increasingly digital post-pandemic econ-
omy. Such an effort should include investments in digital training and con-
nectivity, the development of a digital governance regime and measures to 
upgrade America’s technological competitiveness. 

This must start at home with investments in digital education, training, and 
connectivity. These investments must come with implementation of diversity, 
equity, and inclusion policies to ensure that the benefits are widely shared 
among American workers without a college degree, women, Hispanics, Afri-
can Americans, and indigenous Americans. This initiative would be a pivotal 
step toward closing income inequality in the U.S. and ensuring that all Amer-
icans have access to high-quality, good-paying jobs. Creating an inclusive 
and skilled workforce would strengthen American businesses, their employ-
ees, and ultimately, America’s economic competitiveness.

The U.S. must also develop a comprehensive digital governance agenda that 
updates its policy approach to the digital economy. This digital governance 
agenda should embrace innovation and the potential economic and social 
benefits of new technology for all sectors, businesses of all sizes, and un-
derrepresented voices, while seeking to protect consumers and citizens. It 
should also codify the American vision of an internet that is open, transpar-
ent, and democratic, as opposed to China’s vision, which is one of censor-
ship, monitoring and autocracy.  

To promote U.S. technological competitiveness, particularly with respect to 
China, the U.S. should seek to reenergize U.S. competitiveness policy, in-
cluding pieces that have shown dividends in the past: funding and incentives 
for research and development (R&D); identifying and  protecting key technol-
ogies; implementing an immigration policy that attracts the best global talent; 
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new regulations to protect America’s key technologies; and a Digital Mar-
shall Plan to allow American firms to compete with China around the world 
and promote its democratic vision of technology. 

A landmark investment in America’s workers, its digital governance and 
technological competitiveness will lay the groundwork for a thriving domestic 
economy and position the U.S. to be a 21st century global digital leader. 

Promoting Access and Inclusion
Throughout the Covid-19 pandemic, Americans have experienced more than 
ever how vital fast internet connections, digital devices and related skills are 
to daily life. Overnight, students turned to online learning, workers shifted 
to online work, and doctors offered telemedicine appointments, with several 
people in a household often using internet service at the same time. Howev-
er, this online existence was not available to everyone, as 40 million people 
in the U.S. realized that they had unreliable internet service, or none at all.1 

A deep digital divide that drives economic inequality is undermining Ameri-
can economic competitiveness. This divide also disadvantages many Amer-
ican workers based upon race, geography, and level of education. As of 
2019, Pew Research Center2 reported that roughly three-in-ten adults with 
household incomes below $30,000 a year do not own a smartphone. And 
more than four-in-ten don’t have home broadband services or a computer. 
This reality increases U.S. economic inequality, leaving the U.S. unable to 
harness the full potential of its human capital, and weakening U.S. global 
competitiveness. 

The continued digitization of many jobs hits low-skill workers and workers 
from marginalized communities especially hard, with an increasing number of 
traditional low-skill jobs now requiring digital skills. This trend will only accel-
erate over the coming years. Manufacturing workers and farmers need digital 
skills to operate computer-aided machines and farm equipment. Workers with 
a high school degree need digital skills to find work and earn a living wage. 
A recent Brookings Institution study concluded that acquiring digital skills 
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is now a prerequisite for economic success for 
American workers.3 Covid-19 has accelerated 
this trend and upskilling the population will be 
an essential component to recovery for the U.S. 
economy. 

Access to affordable broadband, connected devices, digital training, and 
education for Americans must be a national priority, akin to the way the fed-
eral government prioritized the interstate highway system in the 1950s. This 
effort will require greater involvement and investment by business across the 
country and will only produce the desired outcomes if strong diversity, equity, 
and inclusion (DE&I) measures are implemented. 

The following section regarding “access and inclusion” explores and offers 
recommendations to help close the digital divide by addressing several key 
areas: education and training, including apprenticeships and community 
college; access to equipment; spectrum allocation; and net neutrality, all of 
which need to be reprioritized and expanded as part of a package to invest 
in America. These changes will help ensure a much more inclusive economy 
and ensure that the U.S. has a workforce trained for the jobs of tomorrow 
and prepared to compete globally. 

Education & Training
America’s economic strength relies on the education and skills of its labor 
force. Digitization of the workplace has been transformational — two-thirds 
of the 13 million U.S. jobs created in the past decade required medium or 
advanced levels of digital skills,4 while only 30 percent of jobs required no 
digital skills at all.5 Low- and middle-skill jobs are increasingly automated, 
threatening to displace as much as one-third of the workforce during the 
next decade, widening income inequality and deepening racial and regional 
divides. U.S. efforts to help displaced workers in transition have been inade-
quate. Unemployment insurance is too rigid and covers too few workers,  
and training programs are often unsuccessful at matching training to avail-
able jobs. 

Access to affordable 
broadband and 
connected devices 
must be a national 
priority.
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Meanwhile, foreign competitors are doing far more than the U.S. to prepare 
their workforces for the future. Denmark is a world leader in adjustment 
supports for unemployed and displaced workers.6 Singapore has created 
new lifelong learning benefits7 so its workers can continuously upskill. Ger-
many boasts a much-heralded apprenticeship system8  in which 60 percent 
of youth train as apprentices in fields such as advanced manufacturing and 
IT, compared to just 5 percent in the U.S. Estonia has prioritized digital skills9  
for its citizens from early on, ensuring that all schools have Wi-Fi, computers 
and digital training. Today, Estonia has the smallest performance gap10  out 
of Organization for Economic Co-operation and Development (OECD) coun-
tries between low- and high-income students.  

By contrast, the U.S. ranks near the bottom among OECD countries on pub-
lic spending on labor market programs as a share of GDP; and the trendline 
is headed in the wrong direction.11 

During the past 15 years, the Department of Labor’s (DOL) budget for grants 
to states to support job training programs has fallen by more than half after 
counting for inflation. Worse, the past several decades have seen steady de-
clines in private sector investment in workforce training – with a falling share 
of workers receiving on-the-job or employer-sponsored training.12

It is critical that opportunities be dramatically expanded for citizens to ac-
quire the digital skills they need not only for jobs today, but for the jobs of the 
future. This is especially true for low-skilled workers, workers without a col-
lege education, workers of color and workers from other marginalized groups. 
As Covid-19 has shown, the first step in building digital skills is making sure 
the entire country has access to broadband. K-12 students must also have 
access to basic digital tools and computer classes to ensure that all students 
finish high school with the skills needed for good jobs, an essential step to 
reduce the glaring inequalities in American society. It is also critical that sep-
arate funding be available to ensure that STEM education is offered in K-12 
schools serving historically disadvantaged groups. 

Investing in digital training for workers who are currently unemployed or 
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in low-wage jobs and seeking to increase their skills is equally important. 
Before the pandemic, 6 to 7 million jobs were unfilled in the U.S., primarily 
because of a mismatch between worker skills and available jobs.13 A lack of 
digital skills is a major reason for this gap.14  

In addition to repairing the inequalities in U.S. society and the economy, 
having a digitally-skilled population is also vital to ensuring that American 
business continues to have the talented labor force it needs to remain a 
global leader. A successful workforce model for the 21st century will require 
employers to think about how to develop the pipeline of talent needed to 
build their workforce.15  Corporations must partner with the government to 
upgrade and expand digital training and education systems to ensure that 
workers are gaining skills that will lead not only to existing jobs, but those 
in years to come. Microsoft launched a program in 2020 to help 25 million 
people globally acquire digital skills, and Qualcomm has a program to pro-
vide STEM education in classrooms across the U.S. While some companies 
have initiated programs, much more needs to be done. There needs to be 
a much more extensive and systemic approach to facilitate public-private 
partnerships, ensuring that digital training is available across all U.S. popu-
lation groups and education levels. 

Community College 
Community colleges enrolled more than 5.7 million students in 2019.16  They 
play a particularly important role for students who need additional skills to 
find new or better paying jobs. In 2015, President Obama proposed legisla-
tion to make 2 years of community college free.17 While the legislation did 
not pass, a number of states have enacted programs to make community 
colleges free, especially for low-income families.  

Funding should be expanded for Minority Serving Institutions (MSIs) and 
Historically Black Colleges and Universities (HBCUs), especially for their 
STEM and computer science programs, to ensure that the next generation’s 
workforce harnesses the full potential of America’s citizens. In addition to 
making community colleges accessible, community colleges must greatly 
expand their digital and technical skills training to meet the growing demand 
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for these skills in the workplace. These programs should be created in part-
nership with companies that can help design courses and training that could 
lead to jobs in those companies. Companies should also receive incentives 
to partner with community colleges in developing digital job preparedness 
programs. Google recently initiated its first federally registered apprentice-
ship program with the Borough of Manhattan Community College (BMCC), 
San Jose City College (SJCC) and the Austin Community College District 
(ACC) to train IT workers. Federal incentives are needed to encourage com-
panies to greatly expand such programs.  

Enacting federal legislation to make community college more affordable for 
low-income families on a national level and encourage creative partnerships 
with industry is critical. Such legislation should specify funding for digital 
training and create incentives for digital companies to partner with communi-
ty colleges on that training. 

Apprenticeships
Historically, the U.S. has not significantly supported apprenticeship pro-
grams. Unlike workforce training, apprenticeships are closely tied to the 
private sector. Programs are created when and where employers see a need, 
typically teaching job-ready skills that frequently lead to a long-term position 
with a given employer. Apprenticeships are an important tool to prepare stu-
dents and workers for an increasingly digitized and automated economy and 
can be designed for students coming out of college, community college or 
high school. Apprenticeships can also narrow the post-secondary achieve-
ment gaps in both gender and race.18 Having learning take place mostly on 
the job, and providing participants with wages while they learn, is especially 
beneficial to students from low-income communities.  

Demand is growing for apprenticeship programs in the U.S. In South Caro-
lina, the state created “Apprenticeship Carolina” in 2007, in response to the 
business community’s call for a more highly skilled labor force. There are 
more than 34,000 apprentices in the state today.19 

Other countries have long made use of apprenticeship programs with im-
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pressive results. Apprenticeships are a key pathway to employment for 
young people in Germany, whether they are pursuing a blue- or white-collar 
profession, with 53 percent of young people starting their careers through 
apprenticeships. Companies consider training a social task and take pride in 
being a training-focused company. The government funds the development, 
implementation and promotion of apprenticeships, and partners with local 
governments to fund sectoral and vocational training systems that sup-
plement the apprenticeship system.20 The Swiss apprenticeship program 
operates similarly and is regularly rated the best in the world. Two-thirds of 
Swiss students enter apprenticeship training instead of 10th grade, where 
they spend three-to-four days in a job setting and one-to-two days in an 
academic setting. These programs last three to four years, with students a 
part of the workforce, alongside skilled adults, earning a paycheck.21

In the U.S., the role of the federal government in supporting apprenticeships 
has largely been registering individual programs that comply with federal 
standards (“Registered Apprenticeships”).22 The U.S. enacted Registered 
Apprenticeships 80 years ago under the National Apprenticeship Act, also 
known as the Fitzgerald Act, which required employers to meet certain labor 
standards and established regulations for their programs to be recognized 
by the  U.S. Department of Labor (DOL) and culminate in a nationally recog-
nized credential, issued by the DOL.23 

During the Obama Administration, there was a push to expand apprentice-
ship programs, including in new industries and for women and people of 
color.24 Recent data show that these efforts have begun to pay off,25 with 
U.S. apprenticeships growing from roughly 375,000 in 2013 to 633,000 in 
2019,26 yet still comprising only 0.3 percent of the total workforce. Histor-
ically, apprenticeships in the U.S. have been focused on manufacturing or 
trades, and accessed by mostly white men.27 It should be a national priority 
to focus apprenticeships on digital skills and make these programs more 
accessible to women, Hispanics, African-Americans, and other marginalized 
communities. This effort can be done, in part, by partnering with MSIs, HB-
CUs, and similar institutions.
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National apprenticeship programs must be expanded in close consultation 
with employers. For the private sector, investing in apprenticeship programs 
provides an important opportunity to develop a pipeline of skilled labor. Such 
cooperation also ensures that workers are trained in digital skills that will be 
valuable for years to come. Incentives should be provided for companies to 
develop apprenticeship programs, and companies must take a leadership 
role in building out apprenticeships. 

IBM started its digital apprenticeship program in 2017, where applicants 
need to have a high-school diploma or GED, and has hired about 500 ap-
prentices so far, with plans for more.28 While this is program is a good start, 
the U.S. needs many times this number of apprenticeships to start to ad-
dress its current and future needs. 

In a positive development, the National Apprenticeship Act, which would 
allocate $3.5 billion over the next five years to create 1 million new appren-
ticeship opportunities, passed the House of Representatives in December 
2020.29 Importantly, apprenticeship programs should be updated to ensure 
that American workers are trained for digital occupations and available jobs 
requiring digital skills – ranging from basic spreadsheet and word processing 
skills to more advanced programming or manufacturing. Private sector de-
mands for digital skills training will only grow, as more and more companies 
in all sectors become “digital companies.” These apprenticeships should be 
available not just to young entrants to the job market, but also to older work-
ers who will need new skills to retain or find good jobs. These programs must 
also expand the participation of women and minorities who are traditionally 
under-represented in apprenticeship programs.

Access to Equipment and Broadband
The second important component of maintaining America’s digital leadership 
and creating a digitally prepared workforce is upgrading America’s digital 
infrastructure and increasing access to equipment. Access to the internet is 
no longer a luxury, but an essential element to participate in the economy – 
as vital as access to electricity was a century ago. Even before the pandem-
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ic, U.S. internet infrastructure lagged that of other developed countries. Last 
year, the U.S. ranked 10th in terms of internet connection speed, behind the 
Nordic countries, Japan, Hong Kong and South Korea, and 30th in terms of 
mobile download speed.30 

This lag in service is even more pronounced in low-income and rural Amer-
ica. According to a 2019 Pew Research Center survey, only 63 percent of 
rural Americans said they had broadband internet connection at home, as 
opposed to 91 percent and 94 percent for urban and suburban families, 
respectively.31 Thirty-five percent of farmers say they don’t have enough 
connectivity to run their farm equipment.32 As recently as 2019, 29 per-
cent of adults with household incomes below $30,000 a year didn’t own a 
smartphone, 44 percent didn’t have home broadband services, and 46 per-
cent didn’t have a computer.33 This gap impacts about 3 million American 
children (18 percent) who don’t have broadband home service to do their 
homework.34 Gaps in access to equipment and internet are especially stark 
for low-income Americans, a divide that hits Hispanic Americans and African 
Americans hard. One-third 0f African Americans and Hispanics — 14 million 
and 17 million, respectively — still don’t have access to computers or tablets 
in their homes, and 35 percent of African American households and 29 per-
cent of Hispanic households, do not have broadband.35

In January 2020, the Federal Communications Commission (FCC) launched 
the Rural Digital Opportunity Fund which would allocate $20.4 billion over 10 
years to expand rural broadband.36 However, FCC and industry experts esti-
mate it will cost up to $80 billion to achieve universal broadband connection 
in the U.S.37 To address this need, the Center for Rural Innovation suggests 
creating a new federal loan program that would offer 50-year no-interest 
loans to communities and co-ops so rural public-private coalitions can build 
broadband networks.38 

There have been several bills introduced in Congress to expand broadband 
and accelerate deployment of the FCC 5G Fund for Rural America.39 For ex-
ample, Representative James Clyburn and Senator Amy Klobuchar both in-
troduced legislation this summer that includes $80 billion for the deployment 
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of nationwide high-speed broadband, funding for 
no-interest loans to communities as well as fund-
ing to subsidize internet usage for low-income 
households.40 

Investment in rural broadband must support in-
stallation of the latest 5G technology. Proposals have been advanced to put 
in older technology in rural areas, which would be less expensive, however, 
such an approach would leave these communities continually at a techno-
logical disadvantage to the rest of the country. When an investment is made, 
it should be in the newest technology to ensure technological parity for all 
communities. Given the urgent need, it is critical that the funding not be tied 
to administratively burdensome rules making it difficult to distribute, and 
funding should be targeted to those opportunities that allow for the rapid 
deployment of broadband. Congress must also provide funding to enable the 
FCC to establish accurate maps to identify where 5G is needed.   

In addition to making the internet more accessible to rural and low-income 
Americans, programs should be established to subsidize computers, tab-
lets, and smartphones for those below certain income thresholds. Each of 
these technologies is nearly ubiquitous among adults in households earning 
$100,000 or more a year, with most upper-income households owning mul-
tiple devices. For those without devices, it means difficulty in accomplishing 
tasks that have become a necessity during Covid-19, like doing homework or 
accessing telemedicine appointments. 

Investments should also be made to upgrade America’s overall broadband 
system. The pandemic has seen a dramatic acceleration in internet usage, 
driving almost a year’s worth of traffic growth in the span of a couple of 
weeks.41 This crisis has launched a paradigm shift in which millions of Amer-
icans have incorporated the internet as a critical part of their personal and 
professional lives. This will not change after the pandemic. This shift neces-
sitates an upgrade to the national broadband system to allow for increased 
speed and traffic, whether through accelerating the move toward 5G, Open 
Ran, or other technologies. 

Investment in rural 
broadband must 
support installation 
of the latest 5G 
technology.
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Spectrum
Spectrum is a finite resource. Roughly 60 percent of spectrum bands are un-
der government control and freeing up new spectrum can take more than a 
decade. To meet consumer demand and lead the world in 5G and innovation, 
wireless networks need hundreds of megahertz of new spectrum, especially 
the mid- and high-band spectrum, which 5G uses.  

Several strategies are available to free up new spectrum. The first involves 
the FCC identifying where currently allocated spectrum is overly generous 
as compared to usage. This requires in-depth conversations with numerous 
stakeholders, including the public. Secondly, there are areas where spectrum 
may have been allocated on the premise of a future technology which never 
developed. Spectrum sharing, where the National Telecommunications and 
Information Administration (NTIA) works with the FCC and federal agencies 
to make spectrum available for wireless service providers to meet the ev-
er-increasing demand for advanced services, while ensuring federal agencies 
have access to the spectrum to perform critical missions, is another means 
to free up spectrum that has seen some success.42 Finally, the Department of 
Defense (DOD) holds a significant amount of spectrum for national security 
purposes, some of which could be released for commercial use. 

In sum, Congress, the FCC, and NTIA need to work together to free up addi-
tional spectrum for wireless use.43 Policymakers have recently taken steps to 
unlock key spectrum opportunities, but that work needs to be accelerated to 
deliver a dedicated spectrum pipeline in the near-term.44

Net Neutrality
Net neutrality refers to the concept that, notwithstanding reasonable net-
work management practices, internet service providers (ISPs) should treat 
internet traffic equally, regardless of its kind, source, or destination.  

Little regulation existed to ensure these protections in the U.S. before 2010, 
while other countries moved forward with rules intended to balance the inter-
ests of both ISPs and users.45 

Investment in rural 
broadband must 
support installation 
of the latest 5G 
technology.
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In the early 2000s, consumer complaints arose due to service providers 
prioritizing certain content flowing through their cables and cell towers and 
blocking or slowing other content. Telecom companies can block or slow ac-
cess to a service like Skype, or slow down Netflix or Hulu, to steer consum-
ers to keep their cable package or buy a different video-streaming service 
from which the service provider would benefit. For example, in one of the 
first efforts to enforce early net neutrality rules in 2005, North Carolina ISP 
Madison River blocked Vonage, a service for making telephone calls over 
the internet. The FCC fined Madison River and ordered it to stop blocking.46

Civil society groups have argued that the lack of net neutrality disadvan-
tages lower income consumers, who may be offered slower speed services. 
Telecom companies have asserted that net neutrality regulations will stall 
the development of new internet technologies and hamper efforts to sepa-
rate data that is more essential and mission critical; for example, data trans-
mitted between autonomous cars or medical devices.

In 2015, the FCC issued a sweeping net neutrality order that changed the 
classification of internet service from an “information” to a “common carrier” 
service. The internet had originally been classified as a “Title I information 
service” or a Title I service under FCC rules. This meant that the service and 
its service providers would be left largely unrestricted by the FCC, in con-
trast with a “Title II common carrier service,” which is more strictly regulat-
ed. The difference between the two services has been characterized as the 
difference between a luxury, like cable television, and protected and ensured 
telephone service.47

In 2017, those rules were revoked, and new FCC rules eliminated the com-
mon-carrier status for service providers, along with restrictions on blocking 
or slowing content. Instead, the new rules require that providers disclose 
information about their network-management practices.

While Congress has been unsuccessful in its attempts to pass legislation 
restoring the internet’s Title I status or otherwise supporting net neutrality, 
several U.S. states have passed legislation to make net neutrality a require-
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ment. Washington became the first in March 2018, and Oregon followed 
soon after.48 California passed one of the most comprehensive net neutrality 
laws of all, but the rules are currently on hold amid a legal challenge from the 
federal government.49 

The European Union, in contrast, approved rules in 2015 requiring service 
providers to handle internet traffic equally, leaving flexibility to restrict traffic 
when network equipment was operating at its maximum capacity. The rules 
also allow traffic restrictions to protect network security and handle emer-
gency situations. 

Some have argued that the net neutrality debate should consider the Inter-
net of Things (IoT), which is already increasing its share of internet traffic, 
beyond discussion of video streaming and other applications.50 In a letter to 
the FCC, officials in New York, San Francisco, Portland, and other U.S. cities 
said that giving control of the internet to ISPs through the reversal of 2015 
net neutrality rules would affect smart city projects, making it costlier and 
more difficult for city governments to deploy IoT technologies related to safe-
ty and smart street lights.51  

The U.S. has long been a leader in developing policies that balance free 
speech and consumer protection with opportunities for research and busi-
ness innovation. Congress should return to the question of creating balanced 
legislation on net neutrality that provides equal access to all consumers, 
while creating incentives for businesses to provide internet access for all. 

Adopting a Digital Governance 
Agenda
The U.S. has long led in technology innovation, and U.S. tech companies are 
key drivers of economic growth and competitiveness. American digital ser-
vices exports are now $517 billion per year, generating a U.S. digital trade 
surplus of $220 billion. U.S. companies rank high in global market share for 
artificial intelligence, hardware, e-commerce, digital advertising, operating 
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systems, the app economy, cloud technologies, social media, the sharing 
economy, data analytics, and other innovative internet technologies. Finally, 
digital services are helping U.S. small businesses overcome new challenges 
during the Covid-19 pandemic. One in three small- and medium-sized busi-
nesses say they would not have survived Covid-19 without digital tools.

Yet, America is at an inflection point on geopolitical leadership in technology 
policy. Since the advent of the internet in the 1990s, the U.S. approach to 
technology has encouraged: private sector-led innovation; keeping the un-
derlying platforms open and borderless; a bottoms-up, multi-stakeholder ap-
proach to standards; a balance between fair use and content infringement; 
balanced liability regimes; a sectoral approach to privacy; and freedom of 
expression. This policy framework has traditionally been the model for other 
countries to build their own digital economies.  

To continue leading the world, the U.S. must update its own policy approach 
to the digital economy in a way that protects consumers and citizens, but 
embraces innovation, an open internet, and the potential economic and so-
cietal benefits of new technology for all sectors, businesses of all sizes, and 
underrepresented voices.  

The current lack of a comprehensive digital governance agenda in the U.S. 
poses challenges for companies operating here. In no area is this more 
apparent than privacy, where the U.S. is one of few countries without com-
prehensive federal legislation governing privacy issues, instead relying on 
a patchwork of state regulations providing guidance ranging from minimal 
to, in the case of California, comprehensive. More importantly, this lack of a 
domestic agenda impedes America’s ability to advocate for a global digital 
governance model that reflects values of openness, transparency, and de-
mocracy, as opposed to China’s governance model of censorship, monitor-
ing, and autocracy. 

The digital governance model that becomes prevalent over the next decade 
will shape America’s competitiveness, security, and jobs for the foreseeable 
future. 
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Digital governance encompasses a 
broad range of issues ranging from 
cross-border data flows and data stor-
age, to standards, privacy, taxation, 
cybersecurity, competition, and content 
moderation. Safe and open cross-bor-
der data flows and no requirements for 
local data storage are widely agreed to 
by OECD countries and are already in 
recent trade agreements such as the United States-Mexico-Canada Agree-
ment (USMCA). While USMCA includes a provision on cybersecurity, interna-
tional disciplines governing cyber must be significantly expanded. 

The U.S. government must also significantly expand the resources it devotes 
to international standards setting bodies, through the State Department and 
the National Institute of Standards and Technology (NIST). China devotes 
significant resources to staffing international telecommunications standards 
organizations, which affords it a significant role in shaping technology stan-
dards. The U.S. must increase the resources it devotes to these bodies to 
ensure the nation has a voice with respect to global standards, particularly in 
newly evolving technologies like AI. (See the Leading Globally section of this 
paper for additional discussion of standards setting bodies.)

Two issues that are critical to digital governance, content moderation – in 
particular, the need to protect children – and competition among technology 
companies, are outside the scope of this paper, so they will be addressed 
only briefly. Regarding content moderation, it is essential that the U.S. reach 
a national consensus that acknowledges the necessity of keeping the inter-
net a safe and credible avenue for gathering and sharing both personal and 
business information.  

The inability of social media companies to stop malicious actors from wea-
ponizing such social platforms, as happened with ethnic violence in Sri 
Lanka, genocide in Myanmar, as well as extremist rhetoric in the U.S., has 

The digital governance 
model that becomes 
prevalent over the next 
decade will shape America’s 
competitiveness, security, 
and jobs for the foreseeable 
future.
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resulted in increased frustration. Following the Christchurch massacre in 
March 2019, New Zealand’s Prime Minister Ardern and France’s President 
Macron arranged a gathering of heads of state and tech CEOs in an attempt 
to “bring to an end the ability to use social media to organize and promote 
terrorism and violent extremism.” The group issued the Christchurch Call, an 
agreement between governments and tech companies to eliminate terrorist 
and violent extremist content online. Forty-eight countries and the United 
Nations Educational, Scientific and Cultural Organization (UNESCO) have 
signed onto the call, as well as several tech companies including Google, 
Facebook, Twitter, and YouTube. The Trump Administration declined to sign, 
citing First Amendment concerns, but said it was aligned with the agree-
ment’s principles. The issue of regulating extremist language online has be-
come more urgent in the wake of the January 6 attack on the Capitol, which 
was planned publicly on social media. While regulating extremist language 
online is still under debate in the U.S., it is critical that it be addressed in line 
with global norms. 

As the U.S. seeks to lead on values of transparency, openness, and democracy 
with other techno-democracies, addressing these issues at home in the U.S. – 
whether through a legal regime or a more voluntary process – will be critical.

Secondly, there is a great deal of debate surrounding competition policy for 
America’s large technology giants, and competition cases are currently be-
ing litigated in the courts. Competition policy in the technology sector must 
take into account the important need to safeguard consumer protections 
and promote a business environment that fosters innovation and entrepre-
neurship, while viewing technology companies’ size and impact through a 
global lens. 

While each of these regulatory issues is important in defining digital gov-
ernance, this paper will focus primarily on the issue of privacy, where an 
urgent need for federal legislation exists. The issues of taxation and cyber-
security, which depend on international consensus, are addressed in the 
Leading Globally section of the paper.   
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Privacy 
The lack of a comprehensive national framework for privacy, as well as lin-
gering questions on the taxation of the digital economy, have put the U.S. 
government on its back foot in negotiations with trading partners around the 
world. It has also made the U.S. an overly complex regulatory market for its 
own companies, as well as for technology users.

The U.S. is the only developed country in the world that does not have a 
comprehensive federal privacy standard governing its data. A comprehensive 
privacy regime is important to ensure consumer protection and corporate re-
sponsibility, while guaranteeing transparency and enforcement. In 2019, the 
Government Accountability Office (GAO) recommended: “Congress should 
consider developing comprehensive legislation on internet privacy that would 
enhance consumer protections and provide flexibility to address a rapidly 
evolving internet environment.”52 Since then, several strong privacy bills have 
been introduced in Congress. In particular, the comprehensive privacy bills 
proposed by Senate Commerce Committee Chairman Roger Wicker (R-MS), 
Ranking Member Maria Cantwell (D-WA) and Senator Jerry Moran (R-KS), 
and bills proposed by members of the House Energy & Commerce Commit-
tee, Congresswoman Suzan DelBene (D-WA), and others, are historic in their 
scope, strength, and sophistication. 

NIST is also developing a voluntary privacy framework as a tool for organi-
zations to adopt, identify, assess, manage, and communicate about privacy 
risks. While this framework will be a useful tool, it is not intended to address 
the legislative gap in the U.S.

Most Americans have become frustrated by the lack of adequate privacy 
protection. According to a recent KPMG study, 97 percent of Americans say 
data privacy is important to them, with 87 percent viewing privacy as a hu-
man right.53 

A federal privacy regime has also become more urgent during the pandemic 
as more Americans are conducting critical business, like telemedicine, on-
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line. Former Federal Trade Commission (FTC) Commissioner Julie Brill, in her 
recent Senate testimony, pointed out that the lack of a privacy regime in the 
U.S. has hampered the ability to use health-related data to better respond to 
the Covid-19 crisis. She highlighted that Covid-19 has disproportionately im-
pacted African Americans and other vulnerable populations.54 Yet many peo-
ple in these communities are skeptical about using digital tools to address the 
crisis due to heightened concerns that personal information collected could 
be used to violate their civil rights. U.S. privacy law must incorporate mea-
sures to protect civil rights and ensure that health and other personal informa-
tion collected to address the Covid-19 crisis be used for that purpose only. 

The Global Perspective 
For several decades, the OECD has played a role in promoting respect for 
privacy as a fundamental condition for the free flow of personal data across 
borders. The first OECD privacy principles were established in 1980 and have 
been periodically updated, the latest being in early 2020.55 The guidelines 
stress the importance of national strategies for privacy protection, together 
with improved interoperability between national regimes. 

The European Union’s (EU) General Data Protection Regulation (GDPR) has 
had tremendous influence on global legal norms for privacy and data protec-
tion. The GDPR, which went into effect in 2018, regulates the processing of 
personal data of individuals who are EU data subjects, including cross bor-
der data transfers. As an EU regulation, the GDPR applies directly as law to 
EU member nations. The GDPR also has extensive extraterritorial provisions 
that apply to processing of personal data outside the EU, regardless of place 
of incorporation or geographical area of operation of the data controller/
processor. A number of non-European countries have adopted regimes that 
are GDPR compatible, including South Korea, Australia, New Zealand, Brazil, 
Chile, and Japan, which has updated its laws to be more aligned with GDPR 
and established “reciprocal adequacy” agreements with the EU. 

APEC Cross Border Privacy Rules (“CBPR”) is another major regional frame-
work regulating transfer of personal data between APEC member nations. 
It is a voluntary accountability scheme that initially requires acceptance at 
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the country level, followed by independent certification by an accountability 
agent of the organization seeking to join the scheme. 

In 2016, the U.S. and the EU established a “Privacy Shield” framework to 
provide companies on both sides of the Atlantic a mechanism to comply with 
data protection requirements when transferring data between them. The Pri-
vacy Shield was struck down by Europe’s highest court in July 2020, based 
on findings that the protection of personal data in the U.S. was not “essen-
tially equivalent” to the European legal order. While this decision (“Schrems 
II”) casts a shadow of uncertainty over the future of EU-to-U.S. data flows, it 
also provides a unique opportunity to bring together the EU, U.S., and oth-
er like-minded democratic nations to further the protection of personal data 
while preserving a common vision for an open, transparent, and democratic 
internet. 

In the absence of federal privacy legislation, states have taken matters into 
their own hands. California passed the California Consumer Protection Act 
(CCPA), which took effect in January 2020 and incorporates the core priva-
cy rights that exist in GDPR and other global privacy laws. 

Recognizing that more was needed to ensure that the responsibility for pro-
tecting privacy was borne by companies and not just by individuals, the pro-
ponents behind CCPA introduced the California Privacy Rights Act (CPRA) 
initiative, which overwhelmingly passed into law this past November. CPRA 
requires companies to uphold additional obligations from GDPR, including to 
engage in data minimization and purpose limitation, and to assess the risk of 
their data collection and use practices. Further, CPRA introduces protections 
for sensitive data and children, and provides individuals with the ability to 
opt-out of advertising activities of large companies on third-party websites. 

Washington state has also advanced the Washington Privacy Act (WPA), a 
bill that would build upon the current global standard for privacy protection 
set by GDPR, an updated version of which has been introduced again in the 
most recent legislative session. Several other states are currently consider-
ing similar legislation.  
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The U.S. has traditionally sought a balanced approach between trade, pri-
vacy, and security.56 Some in the U.S. regard the GDPR as more restrictive, 
thus offering a higher level of privacy protection, while the CBPR is viewed 
as more conducive to business. During the Covid-19 pandemic, however, 
American concerns have become more urgent. That, together with the fact 
that GDPR is increasingly becoming the de facto global privacy standard, and 
with the invalidation of the Privacy Shield, many companies have scrambled 
to ensure they can meet European privacy norms to be able to sell in the EU. 

The U.S. should move rapidly during the next congressional session to adopt 
federal privacy legislation that adheres to principles of data portability, in-
teroperability, transparency, and user consent, and is thus GDPR compatible. 
Adopting such legislation would avoid a confusing patchwork of standards 
across different states, move the world toward stronger privacy standards, 
and promote a more robust environment for cross-border transfers of data 
to grow exponentially. The OECD should also be engaged to promote global-
ly interoperable solutions to these issues. 

Upgrading U.S. Technological  
Competitiveness
The U.S. dominated technological innovation for decades, leading the world 
into a highly connected economy, powered largely by U.S. innovation. While 
the U.S. continues to be a leader in the digital economy, China’s national 
technology drive, as seen in its Made in China 2025 initiative,57 its growing 
budget for research and development, and its aggressive drive to dominate 
technology market share in third countries, have challenged U.S. technology 
leadership. These challenges should awaken the U.S. from complacency and 
drive a coordinated and targeted federal effort to ensure U.S. technological 
competitiveness in the coming decades. 

The U.S. is competing in a global landscape, with many countries using coor-
dinated industrial policies to advance their industries in the technology race. 
Given China’s subsidization of its R&D and technology industries, the playing 
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field is not level. A key element to addressing the China technology challenge 
is to strengthen U.S. competitiveness. While the U.S. technology private sector 
remains strong and innovative, it must be bolstered by a broad government ef-
fort to strengthen the U.S. scientific and technological base and adopt policies 
that will allow the U.S. to maintain global technology leadership.

Just as the U.S. mobilized to address the strategic threat of the Soviet Union 
and the economic threat of Japan, it can similarly mobilize a comprehensive 
effort to advance U.S. competitiveness. In addition to identifying and imple-
menting the right policies, U.S. values are an important element of U.S. com-
petitiveness. The U.S. approach to competitiveness should advance an affir-
mative narrative of openness, transparency, and democracy, and the strategy 
should be broader than just competition with China, though that is key.

Such a strategy should include several policy priorities: increasing federal 
support for innovation, including funding for basic R&D and early stage tech-
nologies; targeting support for a limited group of critical technologies; creat-
ing a path for immigration that is in the U.S. national interest, recognizing that 
openness strengthens U.S. innovation; upgrading our government bureaucra-
cy for a digital age; and finally, creating a Digital Marshall Plan to promote U.S. 
technology – and technology policy – abroad.

Federal Support for Research and  
Development (R&D) Needs a Boost
The U.S. became a global leader in R&D in the 20th century, funding as much 
as 69 percent of annual global R&D in the 1960s. But by 2018, the U.S. share 
had fallen to a little over 25 percent. This decline is not the result of a reduc-
tion in U.S. R&D investments, but rather increases in investments by other 
countries, reflecting an increasingly competitive global innovation landscape.

The global concentration of R&D performance continues to shift from the U.S. 
and Europe to Asia. Japan, Singapore, South Korea, and Taiwan have all seen 
science and technology as essential to economic security. For example, South 
Korea increased spending on R&D58 as a percentage of GDP from 2.1 per-
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cent in 2000 to 4.5 percent in 2017. China increased spending on R&D from 
$13 billion in 1991 to $410 billion in 2016 – and now accounts for roughly 20 
percent of global R&D.59 In contrast, U.S. government spending on R&D as a 
percentage of GDP fell from a high of 2.25 percent in 1962 to 0.6 percent in 
2019.60

1960
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Sources: 1960: CRS analysis of U.S. Department of Commerce, Office of Technology Policy, The Global 
Context for U.S. Technology Policy, Summer 1997. 2018: CRS analysis of Organisation for Economic Co-
operation and Development (OECD) data, Main Science and Technology Indicators, OECD.Stat.
Notes: Rest of the World includes the members of the OECD (less the United States), Argentina, China, 
Romania, Russia, Singapore, South Africa, and Taiwan. R&D expenditures by other countries are not 
included but are likely to be small in relative terms. In estimating total global R&D, CRS used the most 
recent year’s reported R&D expenditures for three countries (Argentina, Singapore, and South Africa) 
that had not reported data for 2018.

Moreover, the federal government’s R&D spending as a share of overall U.S. 
R&D spending has been on the decline. After 1980, U.S. R&D was increasing-
ly conducted at private facilities and motivated by business concerns re-
sponding to market stimuli and tax incentives. Rather than serving long-term 
strategic objectives such as nuclear deterrence or space exploration, private 
sector R&D has focused on shorter-term goals, such as product development 
and process improvement. Private-sector R&D investment has risen, but it 
is not a substitute for federally-funded R&D directed at national economic, 
strategic, and social concerns. U.S. leadership in science and technology is 
at risk because of a decades-long stagnation in federal support and funding 
for research and development.
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Year

U.S. Business  
R&D Spending  

(% of Total)

U.S. Government  
R&D Spending

(% of Total)

1980 47.6 46.5
1995 59.4 35.5
2000 69 26.2
2005 63.3 30.8
2010 56.9 32.6
2015 62.5 25.3
2018 62.4 23

Source: UNESCO and OECD historical data on R&D expenditure

Increased federal support for R&D, particularly at the level of basic research, 
is an important and appropriate step to bolster the U.S. innovation ecosystem 
in a new, more competitive global environment. The bulk of federal funding 
for R&D is for basic and applied research, which often require consistent and 
substantial funding over long periods, and is not easily replaced by funding 
from the private sector.61 In the past, basic research funded by the federal 
government has contributed to innovation for computer chips, the internet, 
and GPS. This is important long-term foundational research that the pri-
vate sector doesn’t have the capacity to undertake. Even as U.S. technolo-
gy companies lead research in AI and other emerging technologies, history 
has shown that U.S. companies have relied on basic research funded by the 
federal government to advance their own research and bring technology to 
market.62  

To remain competitive, both domestically and globally, studies have shown 
that the U.S. needs to increase federal R&D spending at least to 1980s 
levels, or doubling as a share of GDP.63 As it faces increasingly fierce glob-
al competition, the U.S. risks ceding its edge to breakthroughs that occur 
elsewhere in the world or losing U.S. researchers to other countries that are 
funding cutting-edge projects not funded in the U.S. Further, to the detriment 
of individuals around the world, there is a risk of innovative global technolo-
gies being built without the values that Americans, among others, believe in 
and aspire to.  
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In addition to broad increases in the U.S. research and development budget, 
the U.S. needs to fund targeted support for a limited group of critical tech-
nologies. Past federal commitments to prioritize so-called industries of the 
future, including a commitment to double non-defense R&D spending on AI 
and quantum information science (QIS) by 2022, are a step in the right direc-
tion. Another important initiative is the CHIPS Act, a bill introduced in June 
2020, which includes tens of billions of dollars in research and manufacturing 
investments and incentives to strengthen U.S. leadership in semiconductor 
technology, which is critical to national security and economic strength. The 
bill was passed on January 1, 2021, as part of the National Defense Autho-
rization Act (NDAA) as Title XCIX, “Creating Helpful Incentives to Produce 
Semiconductors for America,” which authorizes federal incentives to promote 
semiconductor manufacturing and federal investments in semiconductor 
research. Federal government investment in semiconductor research is cur-
rently only a fraction of total semiconductor R&D in the U.S. and has been 
relatively flat as a share of GDP for many years; and U.S. semiconductor 
manufacturing growth has lagged other countries. This legislation would level 
the playing field between the U.S. and other countries that provide significant 
incentives to their semiconductor industries.

Fortunately, there is strong bipartisan support in Congress to restore U.S. fed-
eral R&D funding to 1.2 percent of GDP, as well as develop targeted R&D funds 
for specific critical technologies.64 If this funding is approved, it would mark an 
important and meaningful step in reinvigorating the U.S. innovation ecosystem.

Immigrants Are a Vital Part of the U.S.  
Innovation Ecosystem
As many experts and historians have recognized, immigration policy is really 
innovation policy. Openness to global talent has facilitated America’s inno-
vation enterprise in both commercial markets and military applications and 
has been a strength of its system.65 The debate on immigration needs to be 
refocused on its contribution to the nation’s well-being broadly, as well as its 
importance to the tech sector.
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Foreign-born workers—ranging from long-term U.S. residents with strong 
roots in the U.S., to more recent immigrants—account for 30 percent of 
workers in science and engineering (S&E) occupations. In many S&E occu-
pational categories, the higher the degree level, the greater the proportion of 
the workforce who are foreign born. More than one-half of doctorate holders 
in engineering, computer science, and mathematics occupations are for-
eign born (see chart below). In comparison, about 18 percent of the overall 
population and 17 percent of the college graduate population in the U.S. are 
foreign born.

Figure 9: National Science Board 
Science & Engineering Indicators | NSB-2020-01

Source: https://ncses.nsf.gov/pubs/nsb20201/u-s-s-e-workforce
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Welcoming immigrants into the U.S. technology sector is important because 
it strengthens American society, and because of the skills many of these 
individuals bring. However, it is essential to consider possible security risks 
posed by some Chinese students and scientists. Security challenges and 
state-sponsored espionage via the U.S. education system and research labs 
are real and need to be addressed. But the response should be to increase 
scrutiny of our screening processes, not to undermine longstanding values 
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related to openness, including immigration, which is crucial to the U.S. com-
petitive advantage in innovation. 

Immigrants have made significant contributions to the U.S. innovation and 
entrepreneurship ecosystems. The National Foundation for American Policy 
finds that 55 percent, or 50 of 91, of the country’s $1 billion startup com-
panies had at least one immigrant founder.66 Immigrants make up roughly 
15 percent of workers in the U.S., yet they are 80 percent more likely than 
native workers to become entrepreneurs, according to the study. 

First- and second-generation immigrants are launching businesses across 
the spectrum, from small sandwich shops with one or two employees, to ma-
jor tech firms with thousands of workers.67

Yet, the U.S. has seen a sharp decline in visas for both foreign students (-44 
percent) and specialty workers (-18 percent) since 2015.68 Actions by the 
Trump Administration to limit H-1B visas have hampered tech firms that rely 
on top global talent. The denial rate for applicants trying to extend their visas 
grew from 4 percent in 2016 to 12 percent in 2018 and to 18 percent in the 
first quarter of 2019.69 The Trump Administration also proposed ending the 
work authorizations for H-4 visa holders (the spouses of H-1B visa holders), 
making it yet more difficult to attract and retain talent. 

In addition, in June 2017, the Department of Homeland Security (DHS) pro-
posed ending the International Entrepreneur Rule, which provides tempo-
rary residency to foreign entrepreneurs starting a business in the U.S. Other 
countries, such as Australia and Canada, are using these developments to 
lure talent. 

In October 2020, the Trump Administration introduced two regulations to 
make it harder for foreign skilled workers to qualify for H-1B visas and hard-
er for U.S. companies to afford to hire them.70 One regulation would have 
narrowed the definition of a “specialty occupation” and the number of oc-
cupations that would qualify. Another regulation would have significantly 
increased the required wage rates employers would have to pay and make 
it more costly for employers to hire foreign skilled workers. However, these 
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rules were set aside by a U.S. district court on pro-
cedural grounds.

Restrictive immigration regulations could force com-
panies to move high-skilled and high-paying jobs 
offshore. Research from earlier this year indicates 
that skilled immigration restrictions may have “sec-
ondary consequences that have been overlooked 
in the immigration debate: multinational firms faced 
with visa constraints have an offshoring option, namely, hiring the labor they 
need at their foreign affiliates.”71 This would be yet another setback in the de-
velopment of America’s innovative capacity. 

In December 2020, the Senate passed an amended version of the Fairness for 
High Skilled Immigrants Act (S. 386/H.R. 1044).72 While much remains to be 
worked out between the House and Senate versions, fixes such as eliminating 
per-country caps on employment-based immigrant visas and making it easier 
for H1B workers to change jobs are positive developments. Congress and the 
Administration should work together to facilitate the ability of U.S. companies 
to employ H-1B foreign workers, as well as obtain L-1 visas for transfers for 
intracompany executive-level workers, and H-4 visas for dependents of H1B 
workers, where they are needed in the U.S. economy, and to move forward on 
comprehensive immigration reform that is integral to our country’s competi-
tiveness and national security.73 President Biden’s first moves turned immigra-
tion policy in the right direction, recognizing the value that immigrants bring to 
American society and establishing a more humane approach to immigration. 
Additional steps are needed, however, to ensure the right policies are in place 
to support innovation and the U.S. technology ecosystem.

Protecting Our Technology
Rather than pursuing a strategy of protecting an expansive range of tech-
nologies, the U.S. is best served by identifying a limited number of key tech-
nologies, together with certain data that will fuel critical new innovation and 
insights and protecting those very well – a “small gardens, high walls” technol-
ogy strategy.

Restrictive 
immigration 
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and high-paying 
jobs offshore.
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Current and Future Export Controls
In May and August 2019, the Department of Commerce added Huawei and 
its affiliates to the “Entity List” of foreign companies to which it is illegal for 
Americans to provide a good or service without a license.74 The orders were 
intended to prevent essential American-made semiconductor inputs from 
getting to Huawei directly and electronic design automation (EDA) tools to 
its subsidiary chip designer HiSilicon, ultimately hampering Huawei’s ability 
to produce telecom equipment.75

The Department of Commerce implemented additional rounds of export con-
trols in May and August 2020.76 Under the foreign-produced direct product 
(FDP) rule, the Commerce Department effectively put new limits on sales 
by American companies of a new part of the semiconductor supply chain—
manufacturing equipment—to chipmakers overseas, also rocking the market 
for dominant U.S. manufacturers.

While these controls did inflict some pain on the target, they also had neg-
ative side effects. Within the U.S., the controls at times caught technology 
that was widely available in the global market and promoted foreign prod-
ucts over U.S. products in the global market. The controls also created great 
uncertainty in the investor and research communities. Unilateral controls 
also disadvantaged U.S. companies, since foreign companies were not 
subject to the same controls. The Center for New American Security asserts 
that “unilateral controls create incentives to invest in the development and 
production of the items outside of the U.S. and do not necessarily restrict 
their ultimate transfer to countries of concern—while harming the industrial 
base of the country imposing the control.”77

At the same time, an export control regime that depends on broad unilateral 
controls and granting company exceptions raises the potential for misman-
agement. Government officials have to decide on exceptions, arising from 
company petitions, on a case-by-case basis, creating concerns over crony-
ism, non-transparency, and discrimination.78  

In China, the controls empowered voices that called for more drastic state 
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measures to counter U.S. technological dominance. 
Among customers of U.S. technology in China, the 
controls exacerbated a perception that the supply of 
U.S. technology is unreliable and should be designed 
out of new products.

The processes for implementing U.S. export controls should be adjusted in 
several ways. The 2018 Export Control and Reform Act (ECRA) made prog-
ress in this direction. ECRA directed the Commerce Department’s Bureau of 
Industry and Security (BIS) to conduct an interagency review process to iden-
tify so-called “emerging and foundational technologies.”79 These are intended 
to be technologies that historically have not been subject to export controls 
under multilateral regimes, but are nonetheless essential to U.S. national 
security. In 2018, BIS issued an Advance Notice of Proposed Rulemaking 
(ANPRM) seeking comment on criteria for identifying emerging technologies 
that are essential to U.S. national security. The ANPRM listed 14 categories, 
including artificial intelligence, quantum technology, robotics, and advanced 
surveillance technologies. Once identified as an emerging technology, they 
would be open to control by BIS rules. Moreover, investment in this area of 
technology would trigger mandatory filings under the Foreign Investment Risk 
Review Modernization Act (FIRRMA) under some circumstances. Along with 
a companion effort around foundational technologies, which closed its pub-
lic comment period in October 2020,80 these controls are a key part of the 
strategy to identify and protect critical U.S. technology – to create high walls 
around small gardens.

Export controls should not be placed on long-established technologies that 
are available outside the U.S., or on published technology and information 
sources, even if they are among potential “emerging” technologies. These con-
trols would allow foreign competitors to take market share from U.S. compa-
nies, further undermining U.S. economic security and global digital leadership. 

Finally, export controls should be targeted and enforced in concert with U.S. 
allies. However, it is a fair criticism that processes like those in the multi-
lateral Wassenaar Arrangement on Export Controls for Conventional Arms 
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and Dual-Use Goods and Technologies move too slowly. The U.S. can try to 
thread the needle by seeking out a more targeted approach to export con-
trols with like-minded countries.81 This would prevent China from accessing 
the technology from other countries and allow countries to jointly implement 
controls as part of a broader China strategy developed in concert with allies. 

Foreign Technology Investment in the U.S.
There has been increasing concern in recent years that the Chinese govern-
ment has attempted to obtain U.S. technology through joint venture invest-
ments with U.S. companies or through investments in start-up companies. 
The Committee on Foreign Investment in the United States (CFIUS) is an 
inter-agency committee of the U.S. Government that reviews the national 
security implications of foreign investments in U.S. companies or operations. 
While not always the case, Chinese investments in certain U.S. industries 
have been subject to CFIUS reviews. 

In 2018, Congress passed FIRRMA to modernize CFIUS and close gaps that 
allowed investments in sensitive U.S. industries to avoid CFIUS review. In 
particular, FIRRMA82 expanded CFIUS to include jurisdiction over non-con-
trolling investments in sensitive industries from a U.S. national security per-
spective – critical  technology companies, critical infrastructure companies 
and companies managing large pools of personally identifiable information 
on U.S. citizens. While FIRRMA is certainly not intended to only apply to 
China, concern over the increasing use of Chinese joint ventures into which 
U.S.-origin technology is transferred, Chinese low-level investments in U.S. 
start-up technology companies, and Chinese deals potentially being struc-
tured to circumvent CFIUS, were significant considerations driving bipartisan 
support for the legislation.

Securing the Information and Communications Technology Supply Chain
Even before Covid-19, U.S. policymakers were giving increased attention to 
securing the U.S. supply chain, including in the technology sector. The In-
formation Technology Industry Council (ITI) summarizes key federal actions 
since 2014,83 including:
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• 2019: Executive Order 13873 empowers the Commerce Secretary to pro-
hibit or mitigate information and communications technology and services 
(ICTS) transactions that pose risks and take a “case-by-case, fact-specif-
ic approach” to determine what transactions will be prohibited or subject 
to mitigation. The proposed rule does not identify specific technologies or 
participants. Commerce issued an interim rule on January 14, 2021, iden-
tifying six foreign adversaries, including China and Russia, and allowing 
Commerce to create additional processes to assess transactions.84

• 2019: A Federal Communications Commission rule forbids use of Uni-
versal Service Fund (USF) subsidies for the purchase of equipment from 
Huawei and ZTE and provides reimbursements to small and rural carriers 
who may have to replace such equipment as a result.

• 2018: The Department of Homeland Security’s National Risk Manage-
ment Center (NRMC) established the ICT Supply Chain Risk Management 
(SCRM) Task Force, a U.S. public-private supply chain risk management 
partnership, with the critical mission of identifying and developing consen-
sus strategies that enhance ICT supply chain security.

• National Defense Authorization Acts (NDAA): Each year, NDAA added re-
quirements to strengthen supply chain security, including banning certain 
products from Chinese companies and in certain use cases in the U.S.

While the executive order and Commerce’s proposed regulation seek to 
close the gaps on transactions that ECRA or CFIUS would not cover, there 
is concern that they are overly broad and heavy-handed and create uncer-
tainty in the market. The success of U.S. technology companies depends 
greatly on the health and vitality of suppliers in other nations and the ability 
to trade with them.85 The U.S. government must address security concerns 
with a comprehensive, whole-of-government approach to ensure consisten-
cy among the numerous government and public-private initiatives focused on 
supply chain security.86

U.S. technology companies have long advocated for approaches to supply 
chain security to be country-agnostic, establishing objective evaluation crite-
ria to block or mitigate transactions, rather than blanket country restrictions. 



AMERICAN LEADERSHIP INITIATIVE38

Some advocates have asserted that the conflation of national security with 
economic protectionism will only serve to hurt U.S. companies in the long 
run, encouraging the same actions by other countries that want to limit 
market access to U.S. competition. 

China plays a big role as both a supply and demand hub in global value 
chains, and U.S. measures to secure its own ICT supply chain should not 
ignore this. As with the iPhone and other examples,87 it is clear that the 
information and communications technology supply chain will not return to 
the U.S. in full. However, U.S. policymakers can map supply chain networks 
of national significance,88 including for semiconductors and associated 
high-technology industries, and then work with allies to build out a trusted 
supply chain framework. This framework, combined with carefully targeted 
export control measures, is critical to protecting key U.S. technologies. 

Other Thoughts on Identify and Protect
Shoring up U.S. cyber defenses tops the list of policies that are key to 
protecting U.S. technologies. There are many recommendations89 in this 
space, including for the NTIA, in coordination with the Cybersecurity and 
Infrastructure Security Agency (CISA) and the National Security Agency 
(NSA), to undertake a comprehensive review of core internet vulnerabilities 
to begin the remediation and removal of technologies and entities compro-
mised by China and to strengthen the federal government’s ability to secure 
critical infrastructure and respond to 21st century threats. Much work has 
been done already, including the development of the Department of De-
fense’s Cybersecurity Maturity Model Certification (CMMC) for its suppliers.

Similarly, on personnel, though the right immigration policies in science 
and engineering fields are vital to America’s innovation ecosystem, the U.S. 
should find better methods to screen individuals and university funding 
sources related to early-stage technologies and other technology areas 
deemed essential to national security. 

Finally, while efforts by new U.S. entities like In-Q-Tel, a CIA-funded ven-
ture capital firm, to invest in startups90 in areas like AI and machine learn-
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ing, data analytics, and autonomous systems are positive, they may not be 
enough to counter China’s venture capital attention to early stage tech-
nology. Congress should incentivize continued venture capital investment 
in America’s most innovative start-ups.91 For example, the bipartisan New 
Business Preservation Act, introduced by Sens. Amy Klobuchar (D-MN), 
Chris Coons (D-DE), Tim Kaine (D-VA), and Angus King (I-ME), builds on the 
previously successful State Small Business Credit Initiative (SSBCI) by es-
tablishing a program, administered by the Treasury Department, to allocate 
$2 billion to states on a population basis to attract private venture capital. It 
would offer a one-to-one match of federal dollars with venture capital invest-
ment in promising startups, particularly in states outside the major venture 
capital centers.92 

U.S. Government Structure Should Prioritize Digital 
Policymaking
While many parts of the U.S. government play key roles in formulating policy 
for the digital economy, each has different equities and controls only piec-
es of what could make up a full digital strategy. To be an effective leader of 
democracy in a quickly advancing world, the U.S. government bureaucracy 
must prove itself willing to evolve with the times.93

In 1976, Congress established the White House Office of Science and 
Technology Policy (OSTP) to provide the Executive Office of the President 
with advice on the scientific, engineering, and technological aspects of the 
economy, national security, homeland security, health, foreign relations, the 
environment, and the technological recovery and use of resources. Since 
its establishment, OSTP has varied in leadership and strength and has not 
played a strong role in driving a coordinated global digital strategy for the 
U.S. The move to elevate OSTP to a cabinet level agency is a welcome step 
in the right direction.

Even before OSTP was established in the Executive Branch, the Office of 
Technology Assessment (OTA) served as a nonpartisan body to advise Con-
gress on the implications of science and technology applications. However, it 
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closed in 1995, and some argue this closure reduced the ability of Congress 
to grapple with technologically complex issues, not to mention helping to 
increase Congress’ dependence on lobbyists.94 Having a reliable information 
source on technology for members of Congress will be critical as it seeks to 
legislate on a range of digital issues. 

America’s allies have seen the need to focus digital policy efforts across 
their governments. Japan, for example, has plans to establish a digital policy 
agency.95 This agency will focus on promoting e-governance and improving 
coordination on policymaking for information technology and may be led by 
a figure drawn from the private sector.

The U.S. federal government has no shortage of agencies devoted to sci-
ence and technology, but what is lacking is an overarching body to drive co-
herent and comprehensive digital economy policy efforts and a forward-lean-
ing global strategy. An Office of Global Digital Strategy in the Executive 
Office of the President (EOP) Office, like the Office of the U.S. Trade Repre-
sentative, with its lean and expert staff, would go a long way to coordinating 
across various government agencies, weaving together disparate pieces of 
technology policymaking. Such an agency would coordinate domestic policy 
and regulatory issues, lead U.S. engagement in a coalition of techno-democ-
racies, and host classified, private sector advisory committees to advise on 
both global competition and innovation cooperation with other countries. 

Playing Offense, Not Just Defense:  
A Digital Marshall Plan
The U.S. must also focus on how to increase competitiveness in global mar-
kets. The Chinese government invests billions in its technology companies, 
positioning them to win sales through subsidized government financing, 
which makes it difficult for U.S. technology companies to compete on fair 
terms, and leaves developing countries without an option to purchase an 
open, democratic internet. 

In 2015, China launched the Digital Silk Road, investing $200 billion in a 
global digital infrastructure.96 This effort is a subset of China’s larger Belt 
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and Road Initiative, a government- sponsored global infra-
structure initiative with $340 billion invested to date.97 The 
Chinese government is using these resources to offer sub-
sidized loans to its companies, including Huawei, as well as 
foreign assistance grants to government customers, to capture digital mar-
ket share, especially in the developing world. The effort’s reach is broader 
than just equipment – when developing countries buy Chinese equipment, 
they receive the tools to censor and control their internet, while leaving their 
networks vulnerable to Chinese government cyber theft and interference. 

In addition to seeking agreements from other countries to remove Huawei 
equipment from their telecom networks, the U.S. needs an offensive strate-
gy98 that allows U.S. companies and workers to compete on a level playing 
field with Chinese companies that have received government subsidized 
financing, while offering  real alternatives for underdeveloped countries look-
ing for affordable, reliable technology and the opportunity to purchase inter-
net infrastructure consistent with an open, accountable, and democratic in-
ternet. The U.S. must launch a  “Digital Marshall Plan” to make the financing 
of American digital infrastructure in the developing world a strategic priority. 
As part of this initiative, the U.S should also provide technical assistance to 
develop internet regulations that allow open commerce, respect for privacy 
and protection of human rights. 

The new International Development Finance Corporation (IDFC) should play 
a large part in this initiative. The IDFC 2020 budget is $60 billion, with only 
$1 billion of investments to date, and only one small project in the telecom-
munications sector.99 Its next budget should earmark $50 billion for digital 
exports, with an emphasis on matching financing for U.S. companies com-
peting with Huawei in areas like data center storage and cloud networking.  

A second leg of the U.S. export financing toolbox is the U.S. Export-Im-
port Bank (EXIM) which provides financing to support U.S. exports. Part of 
the Digital Marshall Plan should include easing the requirements for U.S. 
companies to access EXIM financing, especially in the case of companies 
competing with Chinese technology companies. EXIM should be directed to 
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implement “national interest” waivers of strict U.S. content requirements for 
export support in key projects and change its content methodology to calcu-
late content to include the value of intellectual property (IP) developed in the 
U.S. Finally, part of this plan should involve earmarking funds from the U.S. 
Agency for International Development (USAID) for technical and regulatory 
training for the digital sector.    

U.S. embassies in foreign countries provide vital advocacy support for U.S. 
companies selling in those markets. The U.S. Department of Commerce has 
a Digital Attaché program that includes trained staff in 12 key foreign mar-
kets who support U.S. companies, including by navigating foreign digital pol-
icy and regulatory issues, and are part of Commerce’s comprehensive effort 
to address 21st century trade barriers and help the digital economy thrive. 
The State Department runs a similar modest program for Foreign Service Of-
ficers. Given the extremely rapid expansion of digital exports to every coun-
try in the world, these programs should be expanded, with training in digital 
policies and regulations in most key embassies. 

Invest in America Summary  
of Recommendations
Access and Inclusion
• Education and Training: Launch a federal initiative to ensure that digital 

skills are taught in all K-12 schools nationally.

• Increase federal spending on digital training programs, especially for 
workers who are unemployed or in low-wage jobs. Programs should be 
designed to be fully inclusive of women, people of color, and individuals 
from other marginalized groups, which are traditionally under-represented 
in digital training. Partner with MSIs to help make these programs more 
accessible. Companies should be incentivized to expand their training 
programs.

• Continue the trend of expanding federal support for apprenticeship pro-
grams and provide tax credits to businesses to further incentivize their 
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participation. Pass the National Apprenticeship Act of 2020, with amend-
ments to focus on digital apprenticeships, and ensure that the apprentice-
ships are accessible to workers from marginalized communities.  

• Enact federal legislation to make community college more affordable for 
low-income families, as well as create incentives for companies to partner 
with community colleges on digital skills training.

• Increase funding to MSIs and HBCUs for STEM and computer science 
training, to promote apprenticeships for their graduates. 

• Equipment and Broadband: Make a historic investment in America’s con-
nectivity to close the digital divide, including by subsidizing internet ac-
cess and equipment access for low-income families. Upgrade the U.S. 
broadband network. Pass the Accessible Internet for All bill, which allo-
cates $100 billion for nationwide broadband and programs to make the 
internet affordable for low-income households. 

• Spectrum: Free up additional spectrum for wireless use.

• Net Neutrality: Enact federal legislation to balance consumer protection 
interests with incentives to business to create internet access for all.

Digital Governance
• Privacy: Pass federal privacy legislation during the next congressional 

session that is GDPR compatible and embodies principles of data porta-
bility, interoperability, transparency, and user consent.

• Content Moderation: Endorse the Christchurch Call and build on this with 
a techno-democracy coalition to develop rules around disinformation and 
extremist content online.

U.S. Technological Competitiveness
• Double current U.S. federal R&D spending on basic research to 1.2 per-

cent of GDP.
• Establish a process to identify a limited group of critical technologies that 

would benefit from targeted support, such as is envisioned in the CHIPs 
Act.
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• Return H1B and related visa issuances to previous levels and move forward 
on visa reform that reflects U.S. values of openness, recognizes immigrant 
contributions to our innovation ecosystem, and incorporates adequate 
screenings for access to sensitive and early-stage technologies.

• Protect U.S. technologies with a “high-walls, small gardens” approach to 
export controls, supply chain security, and foreign investment screening 
that is well-coordinated with industry. 

• Establish a Global Digital Policy Office in the Executive Office of the Pres-
ident to coordinate and advance strategy across all government agencies 
for both U.S. domestic and foreign digital policy and strategy. 

• Appropriate $50 billion in funding for a Digital Marshall Plan to be ad-
ministered through the IDFC and USAID, to enable U.S. companies to 
win globally against heavily subsidized competitors like China and give 
developing countries the opportunity to purchase equipment consistent 
with a democratic internet. Update EXIM’s qualification criteria to allow 
for “national interest” waivers of EXIM’s export content requirements and 
change its U.S. content methodology to include the value of IP.
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Part II: Leading Globally
As the internet has evolved, digital technology has become an ever more 
critical part of the global economy. The economic impact of the internet was 
estimated to be $4.2 trillion in 2016, making it equivalent to the fifth-largest 
national economy. In 2018, digitally deliverable service exports amounted to 
$2.9 trillion, or 50 percent of global services exports.100 However, the bene-
fits from this activity have been distributed unequally, with more than half the 
world’s citizens having little or no access to the internet, limiting their ability 
to participate in the increasingly important digital economy.101

Yet, international collaboration governing the digital economy has lagged. 
While small groups of countries have negotiated agreements covering some 
pressing issues of today’s digital economy, coherent global digital gover-
nance remains largely elusive. The U.S., which has historically been the 
architect of global governance, was absent from the global stage during the 
Trump Administration as this digital transformation escalated. 

With legitimate concerns over privacy and cybersecurity, countries have 
responded to the global regulatory vacuum by enacting a wide range of 
regulatory and trade measures which restrict data flows, limiting the ability 
of their citizen to benefit from the internet, impeding the ability of American 
companies to do business in their borders, and potentially undermining U.S. 
national security.102  

Of greater concern are countries like China, which use digital restrictions 
to censor the internet and to monitor and control their citizens. When China 
sells its digital infrastructure equipment to developing countries, it also ex-
ports its internet regulatory principles, including the means to censor, moni-
tor, and suppress citizens.103 

Now is the time for the U.S. to position itself as a global digital leader in the 
21st century. It must assert its leadership to create consensus around a glob-
al digital governance agenda; and it must unite its allies on issues such as 
digital privacy, taxation, standards, and protection of key technologies. This 
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consensus is needed to ensure that the world doesn’t splinter into differ-
ent regulatory blocs, creating havoc for global digital commerce and stifling 
global growth. U.S. leadership is particularly needed to develop standards 
for new technologies, including for artificial intelligence and facial recogni-
tion, which will protect consumers and human rights. Most importantly, U.S. 
leadership is needed to ensure that the American vision of an internet that 
is open, accountable, and democratic prevails globally, and that countries 
around the world have access to that internet.

As discussed in the first section of this paper, the largest piece of the U.S. 
strategy to become a global digital leader starts by Investing at Home, in-
cluding addressing the inequalities in technology access, significantly in-
creasing federal R&D spending, protecting key technologies, passing federal 
privacy legislation, and energizing global competitiveness through a Digital 
Marshall Plan. 

The second priority is Leading Globally. The most important step for the 
Biden Administration will be to repair relationships with its allies and develop 
a coordinated approach to address China’s policies. The Biden Administra-
tion will need to shift from the ill-conceived unilateral approach of the Trump 
Administration, and work with its allies to develop a global digital trade and 
governance agenda, based on shared values, including a vision of an open 
and democratic internet. A new strategy should involve a multipronged series 
of international collaborations, starting with an alliance of those countries 
most aligned with the U.S., the tech-democracies, and then branching out to 
include agreements with other countries.  

Setting a New Approach to China
Parallel to the rapid growth of the global digital economy has been the grow-
ing role of China in this sector. Over the past quarter century, the U.S. has 
been the undisputed global technology leader. However, China’s rapid rise as 
a technology power poses new challenges for the U.S. and the global com-
munity. By 2030, China is poised to overtake the U.S. to become the leading 



A GLOBAL DIGITAL STRATEGY FOR AMERICA47

global spender on research & development (R&D).104 And China has sur-
passed the U.S. in deployment of several key technologies, including artificial 
intelligence applications like facial and voice recognition, 5G technology, and 
digital payments, and is advancing quickly in the development of other areas 
of AI, quantum computing, and other critical technologies. 

Bolstered by plans like Made in China 2025, a strategic plan to make China 
one of the world’s most innovative countries by 2025 and a leading global 
science and technology power by 2049, China has worked to move up the 
manufacturing value chain and claim its place as a technological power in 
the world. In addition to large investments in R&D and technology develop-
ment, the Chinese government has also used a wide array of subsidies to 
promote investment in its domestic technology companies and subsidize 
their exports, allowing its companies to greatly expand their global market 
share at below market costs. For example, in 5G, China’s subsidization of 
Huawei has led to the rapid deployment of their products globally. This has 
translated into market share with Huawei leading the global mobile base sta-
tion market in 2020 with a total share of 28.5 percent, up from 27.5 percent 
in the previous year.105

At home, the Chinese government has imposed investment and ownership 
restrictions on U.S. technology companies in China, and cajoled or required 
the transfer of American technology and intellectual property to Chinese en-
terprises.106 In many cases, China then closed its market to foreign technolo-
gy, allowing its companies to grow in their protected domestic market. 

There is bipartisan agreement that the U.S. needs to change its approach to 
the U.S.-China relationship. Unfortunately, U.S. policies towards China over 
the past four years have been scattershot. Furthermore, tariff policies have 
not yielded structural changes in China that would benefit the U.S. economy, 
yet they have cost Americans billions of dollars. While the U.S. government 
has imposed expanded and useful export controls against Huawei, ZTE, and 
other Chinese companies, these have been implemented without sufficient 
public consultation or a comprehensive strategy. And all of these actions 
have been taken by the U.S. unilaterally, without coordination with our allies.  
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Even with wide bipartisan agreement on the threat China poses to U.S. glob-
al leadership on technology, U.S. policymakers diverge on whether our China 
strategy should move us toward complete decoupling with China, or a more 
nuanced and targeted, but still aggressive, set of policy responses. Complete 
decoupling, with no dialogue channels or business relationships, carries 
significant national security and economic implications. For example, the 
Boston Consulting Group estimated that a full decoupling with China would 
reduce the U.S. semiconductor sector’s revenue by 37 percent and lower its 
global market share to 30 percent; by contrast, China’s market share would 
rise from 3 percent to 31 percent.107 But beyond U.S. commercial losses, 
decoupling in all areas means U.S. government and its private sector have 
less visibility into what China is doing and capable of, putting the U.S. at a 
disadvantage and making it harder to influence China. More strategic as-
sessments are needed to determine where to maintain interdependence 
with China and where to surgically focus protection of U.S. technologies and 
market share.

Some have asserted that interdependence with China is a vulnerability. 
While this may be true in some areas, it is not for all. Leading thinkers have 
put forward new paradigms for the U.S.-China relationship, such as “princi-
pled interdependence”108 or “limit, leverage, and compete,”109 which involve 
cooperating where possible, yet addressing and limiting the risks posed by 
China’s high technology drive. U.S. attempts to protect the country from the 
risk posed by China need to be done as part of a larger strategy, in consulta-
tion with companies and other stakeholders, and in collaboration with allies. 
The recent U.S. decision, for example, to ban TikTok and WeChat, was done 
in a rushed, arbitrary way, using emergency economic authority, only to be 
overturned in court.110 The U.S. should develop objective standards by which 
to evaluate potential economic and security threats to American technology 
and especially American data.

The U.S. must be clear-eyed about the challenges that China poses and 
address them accordingly. The U.S. must also stand steadfast by its commit-
ment to human rights and other core U.S. values. At the same time, it should 
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build on areas of common interest with China. The two countries should 
identify shared interests, for example on the environment, healthcare, and 
nuclear proliferation, and build good will on those separate tracks. Engaging 
with China has value, even if it offers no near-term possibility for agreement 
on some strategic issues.111 Regular government to government dialogs have 
value in keeping the diplomatic door open. This does not mean a posture 
that is any less aggressive on the policies that matter most. The U.S. can 
continue to implement policies that pressure China on other, more difficult 
issues, and deliver consistent messaging on what changes the U.S. wants to 
see in China’s policies. 

Uniting Tech Democracies:  
The T-10
The most critical element in addressing the China challenge is building a 
coalition of like-minded technology democracies to advance more open and 
democratic values in technology policy, while countering China’s harmful 
approaches to technology and data governance. 

This small group of liberal democracies with advanced technology sectors 
would include 10-12 countries. In their recent Foreign Affairs piece on the 
subject, Jared Cohen and Richard Fontaine argue for including the U.S., 
France, Germany, Japan, and the United Kingdom, which all have large 
economies and innovative technology sectors, Australia, Canada, and South 
Korea, which have smaller economies but are also important players in tech-
nology, and Finland and Sweden, which are telecommunications and engi-
neering powerhouses.112 Some have also advocated for including India and 
Israel, owing to the global reach of their flourishing technology and startup 
sectors. Both the U.K. and the EU have recently made similar calls for an al-
liance of tech-democracies to align tech policies and coordinate approaches 
vis-a-vis China.113 

The agenda of such a “T-10” alliance could be quite broad, including agree-
ment on issues such as data privacy and digital tax, government access to 
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data, as well as trade issues, including en-
abling cross border data flows and limiting 
server localization requirements. It should 
also include efforts to safeguard citizens 
from harmful and illegal content online. Most 
importantly, the tech democracy alliance 
should advance a vision and system of gov-
ernance for the global digital ecosystem that 
is open, accountable, and democratic. 

The tech-democracies should look to align policies and collaborate across 
a wide range of areas, both those that seek to protect key technologies or 
challenge China’s unfair practices, as well as those that bolster key tech-
nologies. For this effort to have a meaningful chance to succeed, the U.S. 
and Europe must make progress on overcoming divisions on key technology 
policy issues such as privacy, competition, and tax (see more below). Japan 
can play a crucial bridging function, given its strong relations with the U.S. 
and adequacy determination from the EU. Together, the U.S., EU, and Japan, 
can form the core of the new alliance.

This new global governance framework will allow businesses, citizens and 
civil society access to an internet that is open, democratic, and safe. It will 
also form a template for expanding these concepts through negotiating digi-
tal agreements with other countries, understanding that other countries may 
need to phase in or adapt parts of the agenda.

Export Controls 
As mentioned in the Invest in America section of this paper, in 1996, a group 
of 42 countries agreed to a voluntary arrangement to control exports and 
transfers of goods on an agreed upon list of sensitive technologies, called 
the Wassenaar Arrangement. The process of updating the products and 
technologies on this list has proven to be lengthy and cumbersome, leading 
the U.S. to impose unilateral export controls on certain technologies, forbid-
ding their export to China. These recent controls have not been coordinated 
with allies, eroding their effectiveness. In addition to coordinating through 

The tech democracy 
alliance should advance 
a vision and system of 
governance for the global 
digital ecosystem that is 
open, accountable, and 
democratic.
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Wassenaar on future controls, the T-10 should identify technologies of key 
concern and coordinate on a nimbler set of controls for those technologies. 

Supply Chain Measures 
The Trump Administration had legitimate concerns regarding the secu-
rity risks of using Huawei network technology, however its approach of 
strong-arming other nations to eliminate Huawei from their networks, while 
mostly successful, was not ideal. The T-10 should work together to develop 
a common set of principles for building out 5G networks and ensuring that 
countries have access to safe and secure equipment in their networks. Such 
an approach could be expanded to include supply chains for other important 
technologies and build on the Prague Proposals, a security framework for 5G 
networks.114  

Cybersecurity  
Cybersecurity is a massive global problem with economic, security and hu-
man rights implications. The 2017 WannaCry ransomware attack infected 
hundreds of thousands of computer networks in 150 countries, with losses 
totaling up to $4 billion.115 According to the U.S. Council of Economic Advis-
ers, malicious cyber activity caused between $56 billion and $109 billion in 
damage to the U.S. economy in 2016 alone.116 More recently, the hacking of 
numerous government agencies in December 2020, thought to be engineered 
by Russia, could have far reaching national security implications.117 While the 
United Nations and other groups have launched international efforts to coor-
dinate cybersecurity norms and regulations, these large initiatives have had 
limited success due to differences in goals and levels of transparency among 
nations. The T-10 could lead by developing agreement around cybersecurity 
norms and incentives to encourage adoption of those norms. 

Coordinated Trade Actions 
China has long subsidized its companies and especially its technology com-
panies. As the Center for American Progress and others have noted, China 
provides a wide array of direct and indirect subsidies that reduce Huawei’s 
operational costs, speed time to market for its products, and allow it to price 
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its products well below prices set by competitors.118 Chinese state banks also 
provide generous financing to Huawei’s customers on terms most commercial 
banks cannot match. While Huawei is the most obvious example of this strate-
gy, China uses these practices broadly with many of its technology companies. 

The World Trade Organization’s (WTO) Agreement on Subsidies and Counter-
vailing Measures (ASCM) is out of date and did not contemplate many of the 
subsidies currently employed by China. Efforts by the U.S., the EU, and Ja-
pan to reform the WTO rules governing industrial subsidies and state-owned 
enterprises led to progress in January 2020, and should be continued. The 
trilateral group agreed that the list of subsidies prohibited under the ASCM 
should be expanded and proposed changes to make it easier to impose coun-
tervailing duties on actionable subsidies.119 The T-10 should collaborate on this 
effort to impose disciplines on China’s subsidies. 

The T-10 should also work together to investigate below-market-rate loans 
by the China Development Bank and consider filing a joint WTO case against 
these below market financing measures.  

Standards Setting 
China has allocated significant resources toward the hundreds of international 
standards setting organizations and is in leadership positions in many of these 
groups, allowing it to advocate for global adoption of Chinese standards. Mel-
anie Hart, previously with the Center for American Progress, notes that U.S. 
private sector participants in standards bodies may represent their own com-
panies’ interests, while the Chinese government requires Chinese firms to vote 
as a bloc to support China’s proposals and to support Chinese nationals for 
leadership roles in standards bodies.120

Adoption of Chinese standards by these bodies facilitates sales of Chinese 
products and could have troubling implications for human rights and democ-
racy. Standards recently advocated by China would encourage top-down 
internet control, which Lindsey Gorman of the German Marshall Fund point-
ed out could be used to silence journalists or activists who run afoul of the 
government.121 The U.S. should work with other tech democracies to assert 
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greater leadership in international standards setting bodies and ensure fair 
and transparent processes in those organizations. The T-10 needs to take 
the lead on setting standards for new technologies, like IoT, AI, and apps, to 
ensure that shared values of democracy and openness are infused in the 
outcomes of standards setting for internet and information technologies. 

Joint Research & Development 
While China’s share of global R&D spending is rising, Georgetown’s Center 
for Security and Emerging Technology (CSET) notes that the U.S. and its al-
lies together still comprise a majority of global R&D. Given this fact, to com-
pete with China, CSET asserts that America’s future lies in technical alliances. 
Similarly, the Harvard Belfer Center recommends that “deepened U.S.-EU 
cooperation across the entire AI ecosystem is necessary to advance a more 
secure, safe, and prosperous world.”122 Working together on a  humancentric 
approach, focusing on technology’s impact on people and human rights, and 
dealing with issues such as facial recognition will be key.

While countries in the T-10 compete in many areas of technology develop-
ment, the alliance could agree on joint R&D projects in a few key strategic 
areas, such as 5G and its successors, where China’s subsidies make it dif-
ficult for others to enter the market. As Cohen and Fontaine point out, joint 
funds could be used to support non-Chinese 5G companies as they transi-
tion to a next generation open radio access network (ORAN) system.123

Financing  
There are several measures the T-10 countries could use to counter China’s 
subsidization of its exports. First, the T-10 countries should work together to 
encourage China to adopt the OECD Export Credit Arrangement, a frame-
work for the orderly use of officially supported export credits to encourage 
competition among exporters based on quality and prices of goods and 
services exported, rather than on the most favorable officially supported ex-
port credits.124 The OECD arrangement limits financing terms and conditions 
(repayment terms, minimum premium rates, minimum interest rates) to be 
applied when providing officially supported export credits, as well as on the 
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use of tied aid by the participants.125 The Arrangement also contains various 
transparency provisions. These provisions would help to ensure China’s Belt-
and-Road Initiative and China Development Bank loans are financed based 
on market principles and not just subsidies to Chinese exporters.

Secondly, the T-10 should explore joint financing for technology exports. The 
Competitiveness section of this paper discussed the concept of a Digital 
Marshall Fund – a fund dedicated to providing competitive export financing 
for U.S. technology firms competing with Huawei or other Chinese compa-
nies offering subsidized financing. The T-10 could explore collaborating on 
such a fund and use it to support technology companies competing with Chi-
nese companies using subsidized financing, as well as to support Nokia and 
Ericsson, which currently provide the only 5G alternatives to Huawei. Such a 
fund would provide developing countries that want to purchase trusted 5G or 
other technologies that promote open and democratic values an affordable 
alternative to Chinese technology. 

Establishing Broader  
Digital Governance and  
Trade Arrangements
Beyond the T-10, there are important opportunities for broader digital alliances 
and agreements. While not as comprehensive as the T-10, these alliances and 
agreements would serve an important role in codifying rules for digital gov-
ernance and trade with a broader range of countries. No global rules govern 
digital trade, which covers everything from e-commerce to bank transfers to 
telemedicine. Global e-commerce sales alone topped $3.5 trillion in 2019.126 
Covid-19 has only accelerated e-commerce growth and the importance of the 
digital economy as services like tele-health and education are increasingly 
moving across traditional borders, increasing the need for all countries to have 
access to an internet that is open, accountable, and democratic.

In 2019, 76 countries in the WTO formally launched negotiations on an 
e-commerce agreement.127 However, given the large number of countries 
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involved, including Russia, China and others who have different approaches 
to key issues, these negotiations are moving slowly and may result in little 
action or an agreement with a low level of ambition. 

Several regional agreements incorporating higher standards for compliance 
have provisions that lay the groundwork for a broader digital agreement. The 
USMCA, for example, made progress developing rules for digital trade and 
governance,128 and was one of the first trade agreements to include pro-
visions on cybersecurity. The digital trade rules in USMCA provide a clear, 
simple bar to data localization; clarify circumstances in which privacy and 
data protection exceptions can be made; recognize the APEC CBPR as a 
valid system for data transfers; and include commitments on cybersecurity. 
The agreement also provides that parties will consider creating a forum to 
promote cooperation on digital trade issues, including those related to cy-
bersecurity. Like approaches reflected in the USMCA, the U.S.-Japan Digital 
Trade Agreement provides a baseline from which to work and represents a 
“comprehensive and high standard.”

Several other countries have negotiated agreements that provide ideas on 
which to build. Singapore, New Zealand, and Chile have finalized an open 
plurilateral agreement, the Digital Economy Partnership Agreement (DEPA), 
which includes provisions governing digital identities, data flow, and AI. The 
agreement will enter into force when at least two of the parties have com-
pleted the domestic legal processes required, as it did for New Zealand and 
Singapore on January 7, 2021,129 and it is open to other WTO members to 
join. DEPA is novel in that it allows countries to join certain modules, rather 
than requiring adoption of the full agreement.130

Singapore and Australia also concluded a bilateral digital agreement in 
March 2020, and Singapore and South Korea recently launched negotia-
tions on a digital agreement. These agreements go beyond the digital rules 
in the Comprehensive and Progressive Agreement for Trans-Pacific Part-
nership (CPTPP) and include provisions for nondiscriminatory treatment of 
electronic transactions and other consumer protections.
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Capacity exists to go further toward establishing rules that foster trust in 
and responsible use of technology and enable more people in the U.S. and 
worldwide to enjoy its benefits.  Negotiating agreements with a larger number 
of countries is important to gain broader consensus regarding digital gover-
nance, facilitate the flow of data across borders, develop global digital stan-
dards, and encourage regulatory cooperation.131  

Given DEPA, USMCA, and the other digital deals in the region, along with 
CPTPP, the time is ripe for the U.S. to pursue a Pacific digital agreement to 
set high standards and rebuild trust in the region. This initiative would build 
on momentum in the Asia-Pacific region, counter trends toward a more frag-
mented approach to digital trade, and ensure that these countries enact a 
democratic internet governance agenda. 

Source: http://asiantradecentre.org/talkingtrade/comparing-digital-rules-in-trade-agreements

Building bridges toward the EU will also be critical in creating an environment 
for the healthy development of digital trade. If the U.S. and EU can bridge 
their divides, they can form the core of a global alliance of countries whose 
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approach to technology is grounded in openness and respect for privacy and 
other fundamental rights. Such an agreement could be reached in the con-
text of larger U.S.-EU negotiations, or as a foundation for the T-10 Alliance 
described above. 

A Pacific Digital Agreement would be another prong in the broader effort to 
build a system of global digital governance. Such an agreement will also be 
important in reasserting U.S. engagement and leadership in Asia, a region 
that sorely missed U.S. engagement during the Trump Administration. An al-
liance of techno-democracies (T-10) followed by a Pacific Digital Agreement 
will go a long way to setting global digital governance norms and are key 
pieces of a U.S. strategy to bolster digital leadership. 

Reaching Agreement on Global 
Digital Tax Issues
With global digital trade increasing exponentially, countries have become 
increasingly interested in taxing that trade to generate revenue. This interest 
has become more urgent with Covid-19, as federal coffers are over-stretched 
and countries are looking for new ways to raise funds. Digital taxation has 
been a contentious issue in recent years, with deep divisions between the 
U.S., which would generally like to avoid taxes on digital companies, since 
many of the largest digital companies are American, and the EU and other 
countries, including Brazil and India, which would like to tax those compa-
nies to bring in more revenue. Many in the U.S. recognize that international 
tax rules need to be updated to address widespread digitalization and the 
changes it has created. And the widespread use of remote work brought on 
by Covid-19 will lead to further changes to our thinking about the location of 
economic activity and how it should be taxed.

In 2019, the U.S. launched a Section 301 investigation into France’s digital 
service tax (DST), arguing that the tax, which would only impact companies 
earning over 750 million euros globally, would primarily affect U.S. firms, and 
would therefore be de facto discriminatory.132  
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The OECD issued a report in 2019 suggesting an approach to develop a 
framework for digital taxation, along with some broader related tax issues 
like Base Erosion and Profit Shifting (BEPS). Negotiations are proceeding 
and there was hope that an agreement could be reached in 2020, but divi-
sions among the parties have, to date, precluded an agreement. 

In early June 2020, the U.S. voiced frustration that countries were continu-
ing to propose or impose DSTs while the negotiations were in progress. In 
response, it launched Section 301 investigations against nine countries plus 
the EU,133 and later the same month announced that it was pulling out of the 
OECD negotiations.134 With talks at a stalemate, countries moving forward to 
impose DSTs, and the U.S. threatening to impose tariffs in retaliation, the risk 
of a trade war is significant. 

The U.S. should rejoin the OECD talks, both to resolve this issue and as a 
show of good faith to its allies. Early indications on this from the new Biden 
Administration are encouraging. We must prioritize negotiating an agreement 
governing DSTs that will facilitate as well as minimize friction in global digital 
trade. The U.S. may eventually have to accept some level of tax on its com-
panies’ e-commerce activities as a trade-off for avoiding even higher taxes 
in many countries, and to minimize compliance challenges due to different 
DSTs across the globe. 

Leading Globally Summary  
of Recommendations:
Tech-Democracies 

• The U.S. should build a coalition of like-minded technology democracies 
(T-10) to develop a high standard digital governance agenda advancing 
open and democratic values to counter China’s autocratic approaches to 
technology and data governance. 

• The T-10 should coordinate efforts in a variety of areas, including privacy, 
export controls, supply chain measures, cybersecurity, network and data 
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security, online safety, and technology standards. As a point of depar-
ture for this effort, the U.S. and Europe must reduce current divisions 
over technology policy and strengthen cooperation with Japan.

• The T-10 should pursue coordinated trade actions, including increasing 
disciplines against subsidies in the WTO to address China’s practices, 
explore filing a joint WTO case against China Development Bank loans, 
and encourage China to join the OECD Export Credit Arrangement.

• Finally, the T-10 should consider pursuing joint R&D in key technology 
sectors, as well as joint financing to allow companies in member coun-
tries to compete with Chinese companies on a level playing field. 

Pacific Digital Agreement
• The U.S. should negotiate an Asia-Pacific Digital Agreement that embod-

ies the values of democracy and openness, using existing regional build-
ing blocks, like key provisions in USMCA, the U.S.-Japan Digital Trade 
Agreement, the DEPA Agreement between Singapore, New Zealand and 
Chile, and CPTPP.  Such an agreement will also play an important role in 
reestablishing U.S. engagement in Asia. 

Digital Tax
• The U.S. should rejoin the OECD talks and prioritize negotiating an 

agreement governing digital service taxes which will be key to eliminat-
ing a rift with EU allies, laying the groundwork for the broader T-10 digital 
governance agenda. The U.S. may have to accept some level of taxation 
as part of that compromise.
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Conclusion:
The digital future is already here, dramatically accelerated by a pandem-
ic that has changed how the world works, learns, and plays – trends that 
will escalate in the years to come. Now is the time for the U.S. to launch a 
comprehensive global digital strategy. The risks of not seizing this oppor-
tunity are immense, posing existential risks to the U.S. economy and global 
democracy. The Biden Administration must seize this moment to launch a 
comprehensive, whole of government, digital strategy, providing good jobs 
for workers sidelined by automation and upgrading U.S. competitiveness, 
positioning the U.S. to become a global digital leader. The Administration 
must also work with its allies to develop a digital governance structure and 
jointly pursue policies to meet the China challenge. 

The digital revolution is at an inflection point – with the right policies and in-
vestments, the new Administration can create a better future for its citizens 
and forge a new era of U.S. global leadership based on shared democratic 
values. 
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