ITIF | &ovarion Founoation ®

AEGIS PROJECT FOR DEFENDING U.S. TECH LEADERSHIP

Defending American Tech in Global
Markets

ROBERT D. ATKINSON AND HILAL AKA | DECEMBER 2025

“Non-tariff attacks” on U.S. tech companies are not just tax and regulatory hurdles—they are
also eroding America’s strategic edge. Washington must identify, deter, and counter these
measures in order to prevent ceding U.S. technology leadership to other nations.

KEY TAKEAWAYS

= Foreign governments are deploying a new trade weapon against leading U.S. tech
companies: “non-tariff attacks” (NTAs).

= NTAs are not legitimate taxes and regulations, but rather discriminatory operational
constraints and revenue extraction tools that precisely target leading U.S. tech
companies.

= U.S. strategic innovation is driven by major private firms. Discriminatory attacks on them
erode America’s industrial base and undermine its technology leadership and global
competitiveness by diverting capital away from research and development.

= As U.S. firms are hampered by these attacks, China’s state-backed champions expand
unchallenged in global markets, seizing the competitive advantage America is losing.

= Washington therefore must treat NTAs as an urgent threat to U.S. technology leadership.

= That requires systematically tracking their impact, elevating them to the highest priority
in trade negotiations, and countering them through coordinated diplomacy, trade
enforcement, and retaliation.
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INTRODUCTION

In 2024 alone, the European Union imposed $6.7 billion in fines on American technology
companies, an amount equivalent to nearly 20 percent of what the EU collected in tariff revenue,
demonstrating how regulatory fines have become a significant revenue extraction mechanism.!
Over 80 percent of fines collected under the EU General Data Protection Regulation (GDPR),
Europe’s comprehensive privacy law, have been issued against U.S. firms.? This pattern extends
beyond Europe: American tech companies have faced fines totaling more than $30 billion
globally over the past decade for antitrust or data protection issues.? Yet, fines are just one
weapon in an expanding arsenal: governments worldwide now deploy discriminatory policies,
such as digital services taxes (DSTs), forced data localization mandates and technology transfers,
and operational restrictions that constrain American companies’ innovation capacity.

These measures constitute a new category of trade weapon: non-tariff attacks (NTAs). Unlike
tariffs or conventional barriers that limit market access, NTAs erode the global competitiveness
of targeted firms through regulatory fines, DSTs, forced localization requirements, and
operational constraints. They are framed as legitimate domestic policies, but their function is to
weaken American technology leadership in favor of domestic champions.

The impact extends beyond individual companies. NTAs undermine U.S. competitiveness and
national security in two ways: They displace American firms and reduce market share, harming
U.S. jobs and the U.S. trade balance, and they divert capital from research and development
(R&D) into fines, localization, and compliance. A single €2.4 billion ($2.79 billion) penalty is
equivalent to Google’s entire investment in a major Indiana data center.* When compliance costs
divert tens of billions of dollars annually from R&D, the drag on innovation becomes clear.

As the Trump administration addresses global trade imbalances stemming from unfair foreign
policies and practices, recognizing and countering NTAs should be a priority. The United States
needs a systematic strategy to identify, document, prevent, and respond to these measures.
Foreign governments must face concrete consequences from the U.S. government, not just the
occasional scold or flaccid threat. The Trump administration needs to continue and expand its
efforts to make it clear that these attacks will be met with forceful resolve.

The administration should take decisive action to counter these attacks, as follows.
Identify and assess:

1. Incorporate competitiveness into antitrust. Require Department of Justice (DOJ) and Federal
Trade Commission (FTC) to consider international competitive effects when pursuing
enforcement actions against U.S. tech firms.

2. Track and quantify NTA impacts. Direct the United States Trade Representative (USTR) to
publish quarterly economic impact assessments documenting fines, compliance costs,
and market losses.

3. Document impact on small and medium-sized enterprises (SMEs) and the innovation
ecosystem. Expand Commerce Department surveys to capture how NTAs affect startups,
venture capital, and acquisition pathways.
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Engage and negotiate:

4. Make digital barrier removal a priority in all trade negotiations. Require binding
commitments against discriminatory digital regulations with identical enforcement as
traditional violations.

5. Leverage attificial intelligence (Al) investments and partnerships as systemic incentives.
Condition U.S. Al partnerships and cloud investments on verifiable commitments to
nondiscriminatory digital policies.

6. Prioritize digital policy in Development Finance Corporation (DFC) investments. Direct DFC to
favor investments in countries that are maintaining open digital policies.

7. Restore and expand digital policy capacity building. Expand the State Department’s Bureau
of Cyberspace and Digital Policy to provide technical assistance on market-friendly digital
strategies.

Counter and deter:

8. Prevent NTAs from becoming global norms through multilateral forums. Actively challenge
efforts to legitimize discriminatory policies at the Organization for Economic Cooperation
and Development (OECD), G7, G20, United Nations (UN).

9. Launch Section 301 investigations into major NTAs. Investigate the EU’s Digital Markets Act
(DMA), Digital Services Act (DSA), and discriminatory GDPR enforcement with readiness
to impose reciprocal measures.

10.Re-engage in multilateral digital trade disciplines. Join the Comprehensive and Progressive
Agreement for Trans-Pacific Partnership (CPTPP) and pursue agreements that prohibit
data localization and protect cross-border data flows.

11.Implement reciprocal measures with escalating consequences. Establish a structured
framework wherein countries face predictable consequences within one quarter after
being cited if they fail to address NTAs.

THE ANATOMY OF ATTACKS ON U.S. TECH

NTAs represent a new form of trade barrier. Tariffs tax imports at the border, raising prices and
limiting market access. Non-tariff barriers (NTBs)—such as local technical standards, licensing
requirements, and quotas—restrict trade through regulatory mechanisms rather than direct taxes,
often justified as safety or quality measures while serving protectionist goals. NTAs represent a
third, more sophisticated category: policies disguised as legitimate domestic regulations but
precision-engineered to target specific foreign firms rather than necessarily protect domestic
industries. NTAs actively extract resources, force technology transfers, and degrade the
competitive advantages of selected foreign companies—often without viable domestic
alternatives to protect.

NTAs manifest through four primary mechanisms:

1. Nonmarket interventions
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2. Extraction mechanisms to capture fiscal revenues, physical infrastructure, and proprietary
business assets

3. Precision targeting uses engineered thresholds and selective enforcement

4. Offensive degradation strategies to undermine competitive advantages through forced
interoperability, technology disclosure mandates, and operational constraints

Nonmarket Nature of the Attacks

What distinguishes NTAs from legitimate regulation is their departure from market-correcting
principles. For example, unlike value-added taxes (VATs) on consumption, a DST taxes gross
revenue rather than profits, so companies pay even when they are losing money. Many DSTs also
set high revenue thresholds—such as €750 million ($870 million) worldwide—aimed at
targeting American tech leaders while excluding smaller domestic competitors. And DSTs violate
existing international tax agreements, such as the OECD guidelines on international taxation.®

These measures don’t correct market failures; they penalize successful competitors in foreign
markets. When countries lacking competitive domestic cloud industries impose data localization
requirements, they’'re not even achieving protectionist goals; they're forcing American companies
to build expensive infrastructure as the price of doing business.

The European Union’s DMA imposes preemptive obligations on “gatekeepers,” a group of seven
digital companies—of which five are American—selected based on revenue, market
capitalization, and user-base thresholds without evidence of consumer harm or benefit.® Its
interoperability mandates force Apple to open its iOS features to third-party devices while
degrading security and user experience. Rather than correcting market failures, these
requirements transfer value from successful platforms to their competitors.

Extraction Tools
These attacks extract value through three primary channels: financial penalties, physical
infrastructure, and proprietary business assets.

Direct financial extraction operates through regulatory fines based on global revenue rather than
local harms, and through DSTs on gross revenue rather than profits. Turkey’s proposed DMA
authorizes penalties up to 20 percent of global revenue.’” India can fine up to 10 percent of a
firm’s average turnover.® Brazil’s proposal allows fines of 20 percent of Brazilian turnover.®
Across jurisdictions, penalty structures systematically capture American firms. The EU extracted
$6.7 billion from U.S. tech companies in 2024 alone.!°

DSTs represent direct revenue grabs. Unlike corporate income taxes on profits, DSTs tax gross
revenue, sometimes with thresholds designed to capture only the largest platforms based on
global income. France, the United Kingdom, ltaly, Spain, Austria, and Turkey have implemented
similar schemes, generating billions annually from American firms.!!

Forced infrastructure investments constitute indirect extraction. Data localization mandates
require American cloud providers to build local data centers simply to access markets. Network
usage fees in South Korea force U.S. streaming platforms to pay Internet service providers (ISPs)
mandatory charges that drive bandwidth costs to eight times those in Paris.'? These are
compelled capital transfers rather than routine compliance costs.
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Proprietary asset disclosure forces the sharing of competitive advantages. Many interoperability
mandates targeting American tech companies require platforms to expose application
programming interfaces (APIs) and technical documentation to competitors.!® Algorithm
transparency rules compel disclosure of ranking systems and recommendation methods.

The Targeting Pattern

These measures are engineered through policy design rather than explicit country-of-origin-based
bans. Thresholds and definitions are set so that a small set of firms—primarily American—are
captured, while domestic competitors are excluded from the scope.

Threshold engineering captures specific firms. DSTs with high global revenue triggers (e.g.,
€750 million+) predictably capture major U.S. platforms while excluding smaller local firms. The
EU’s DMA gatekeeper criteria—€7.5 billion ($8.72 billion) in annual European Economic Area
(EEA) turnover, €75 billion ($87 billion) in average market capitalization, and more than 45
million monthly active end users in the EU—were reverse-engineered to designate Apple, Google,
Amazon, Meta, and Microsoft.!* Indeed, DMA rapporteur Andreas Schwab stated openly that the
regulation should focus on the five largest firms and not start with seven to include a European
gatekeeper just to please the United States.!®

GDPR enforcement demonstrates a discriminatory pattern: 9 of the 10 largest fines have been
imposed on American companies, despite U.S. firms representing only 10 percent of EU
information and communications technology (ICT) service imports.!® As of April 2025, U.S.
companies had paid €4.68 billion ($5.44 billion) of the €5.65 billion ($6.57 billion) in total
GDPR fines—83 percent of the total.!’

Offensive Strategy

NTAs do more than restrict market access; they degrade competitive advantages and extract
proprietary assets. These measures are not about building domestic capacity, but rather are
structured to chip away at the advantages of a few specific, successful American firms by
draining cash, eroding scale economies, and constraining product evolution.

Not all digital regulations are problematic. The concern lies with, for example, targeted ex ante
regimes that preemptively redesign how a few platforms must operate without specific harm
findings, and with extreme content rules that require 24-hour takedowns, strict liability, or broad
risk-assessment duties that are hard to meet at scale. In practice, these approaches lead to
unbundling and “equal-effectiveness” interoperability, force disclosure of technical
documentation, mandate design and feature changes, and introduce turnover-based fines and
network charges—mechanisms that, together, diminish the core differentiation users value in the
market and transfer value to competitors or domestic intermediaries. Data-localization and
“sovereign cloud” requirements trap capital in duplicated infrastructure and limit where and how
firms can deploy computing resources, gradually weakening competitiveness over time.

Traditional protectionism is already disfavored under World Trade Organization (WTO)
disciplines.’® NTAs go beyond traditional protectionism and operate within the market. They are
framed as privacy, competition, or consumer-protection measures. Yet, their design and
application yield firm-specific outcomes: they impose structural handicaps on targeted
companies while domestic competitors largely avoid comparable burdens. The result is not the
nurturing of viable local alternatives, but rather the deliberate weakening of current leaders.
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This systematic pattern—revenue extraction, precision targeting, competitive undermining, and
strategic exclusion—reveals these measures as coordinated attacks on American technology
leadership rather than legitimate regulatory responses to market failures.

THE COST OF ATTACKS ON U.S. TECH

NTAs impose cascading costs that extend far beyond direct financial penalties. These measures
systematically erode American technological leadership, weaken geopolitical influence, and
extract hundreds of billions from the U.S. technology sector.

Cost for the United States

Technology Leadership

Innovation Erosion Due to Diverted R&D and Regulatory Uncertainty

EU digital regulations depress market growth rates: Immediate revenue losses of $33 billion in
2024 from advertising and platform restrictions have compounded over time as growth rates have
slowed from a potential 28 percent to an actual 15.5 percent annually.!® The accumulated
revenue loss from EU digital regulations could reach $2.2 trillion by 2030 across the five largest
U.S. technology companies, translating into $325 billion in foregone R&D investment.?° This
accounts for more than one-third of total U.S. annual R&D expenditures.?! Regulatory
uncertainty compounds these losses: Microsoft’s six-month delay in launching Copilot in Europe
due to compliance concerns under the DMA, the GDPR, and the Al Act cost the company $2.3
billion in first-year revenue and reduced return on investment by 17.9 percentage points.??

This diversion of resources undermines America’s ability to maintain its technological edge in
critical emerging technologies such as Al, quantum computing, and advanced biotechnology,
sectors where R&D leadership directly translates to economic and national security advantages.

Strategic Technology Losses Due to Mandatory Disclosure of Proprietary Systems or Forced
Interoperability Mandates

The DMA'’s interoperability requirements force platforms to expose APIs and technical
documentation to competitors, effectively transferring competitive advantages developed over
years of R&D.?* These mandates require companies to open tightly integrated ecosystems,
weakening security architectures and enabling competitors to replicate proprietary features
without the comparable investment.?* Algorithm transparency rules compel disclosure of ranking
systems and recommendation methods that constitute core intellectual property.2®

These forced disclosures effectively subsidize foreign competitors’ R&D by providing them with
innovations that take American companies years and billions of dollars to develop, accelerating
the erosion of U.S. competitive advantages.

Reduced Capital Investments Into Startups, Including Blocked Exit Strategies

Antitrust over-enforcement has created a “merger tax” that has reduced acquisitions of smaller
startups by more than 95 percent.?® This regulatory posture has constrained venture capital
returns, increased startup shutdowns, and eliminated critical exit pathways for entrepreneurs.?’
This phenomenon is seen in the U.S. market too. FTC’s blocking of Amazon’s acquisition of
iRobot exemplifies this dynamic: the company subsequently laid off workers and declined in
value while Chinese competitors in robotic vacuum cleaners benefited from reduced
competition.?®
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Geopolitical Influence

Gap Left by U.S. Companies Being Filled by State-Backed Chinese Companies

In markets wherein American firms face operational constraints or exclusion, Chinese state-
backed enterprises expand unchallenged. ?° China currently controls approximately 40 percent of
global bG infrastructure through Huawei and ZTE and actively exports this technology through
the Digital Silk Road initiative. 3° The DMA designates only one Chinese service (ByteDance) as a
gatekeeper, while capturing multiple services from each of the five largest U.S. companies,
creating asymmetric regulatory burdens that advantage Chinese competitors in both Europe and
other third-party markets.3!

This asymmetric regulatory environment serves as an industrial policy that advantages Chinese
competitors while constraining American firms, accelerating China’s efforts to displace U.S.
technological leadership and extend its geopolitical influence through digital infrastructure.

Reduced U.S. Technology Influence in Global Markets

The EU regulatory model has triggered global proliferation: Australia, Brazil, India, Japan, South
Korea, and the United Kingdom have proposed or enacted similar digital regulations targeting
U.S. firms.®? This regulatory contagion fragments global markets and increases compliance
complexity, while Chinese firms operate under comparatively lenient domestic regulations and
benefit from state support in international expansion.33

Cost for the American Tech Industry
Fines and Fees

Total Fines Imposed on U.S. Tech Companies

Enforcement by the European Union has extracted unprecedented sums from American
technology companies.3* In 2024 alone, EU fines against U.S. tech firms totaled $6.7 billion,
representing nearly 20 percent of the EU’s total tariff revenue base.3® The four highest fines ever
imposed by EU bodies targeted U.S. companies, including Google's $5.1 billion Android penalty
in 2018.3% Between 2020 and 2023, GDPR enforcement alone generated $3.1 billion in fines
against U.S. companies, with American firms paying 83 percent of total GDPR penalties despite
representing only 10 percent of EU ICT service imports.3” These extraordinary fines function as
discriminatory revenue extraction that disproportionately targets U.S. firms while generating
billions for foreign treasuries.

In 2024 alone, EU fines against U.S. tech firms totaled $6.7 billion, representing nearly 20 percent of
the EU’s total tariff revenue base.

Compliance Burden

Infrastructure Investment Requirements

Data localization mandates force U.S. companies to duplicate infrastructure across jurisdictions,
increasing data hosting costs by 30 to 60 percent.® Building a major data center requires $350
million to $800 million in capital investment.3° Mastercard’s compliance with Indian localization
requirements consumed $350 million of its $1 billion total investment in the country.*® South
Korea's network usage fees force U.S. streaming platforms to pay ISPs’ mandatory charges that
drive bandwidth costs to eight times those in Paris.*! These duplicative requirements fragment
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global cloud architectures and eliminate scale efficiencies that make American cloud services
most competitive.

Estimated Legal and Compliance Costs

Direct compliance costs for EU digital regulations total $2.2 billion annually across the five
largest U.S. technology companies.*> DMA compliance alone requires $200 million per year for
each designated company.*® The regulatory framework’s complexity and ambiguity create
additional financial risk exposure ranging from $4.3 billion to $12.5 billion per company
annually, equivalent to an effective tax rate of 1.2 to 3.5 percent of global turnover.** DSTs in
Austria, France, ltaly, and Spain extracted an additional $1.5 billion in 2023 alone, functioning
as revenue-based tariffs that tax gross receipts rather than profits.*°

Administrative Overhead Costs

Meta had dedicated 590,000 engineering hours to DMA compliance by early 2024—equivalent
to 355 full-time employees focused solely on regulatory adherence.*® External compliance costs,
including legal counsel, contractors, and audit services, add $64 million annually per company
under the DMA.#’ This “continuous defensive strategy” diverts executive management away from
business strategy and product development, transforming innovation-focused organizations into
compliance-centered operations.*®

Forced Business Model Modifications

The DMA mandates fundamental changes to core business practices: restrictions on data
combination eliminate efficient advertising models; requirements for explicit user consent reduce
conversion rates; and forced unbundling of integrated services degrades user experience.*® These
modifications are designed to “cut deep into the business models” of targeted companies.
Platform openness requirements alone could generate $8.2 billion to $18.1 billion in lost
revenue annually through mandated access grants to competitors.*°

Opportunity Cost

Lost Profits From Market Exclusions

EU restrictions on data combination and advertising efficiency cost U.S. technology firms $7.0
billion to $14.8 billion in lost advertisement revenue in 2024 alone.®! Forced business model
changes and mandated openness to rivals resulted in additional losses of $8.2 billion to $18.1
billion in platform, subscription, and cloud revenues.%? Product launch delays and market
withdrawals compound such losses, causing companies to increasingly bypass European markets
entirely rather than navigate regulatory uncertainty.

Foregone Growth Opportunities

The cumulative impact of regulatory constraints creates compounding losses over time. By 2030,
total accumulated revenue losses from EU digital regulation could range from $879 billion to
$2.2 trillion across the five largest U.S. technology companies.®>3 This foregone revenue would
otherwise fund transformative R&D investments, next-generation infrastructure, and
breakthrough innovations. Instead, these resources are diverted to compliance, fines, and
defensive legal strategies, fundamentally altering the trajectory of American technological
advancement.
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POLICY RECOMMENDATIONS

This section lists 11 recommendations, organized in 3 categories: identify and assess, engage
and negotiate with leverage, and counter and deter.

Identify and Assess
Consider National Competitiveness in Antitrust

Status Quo

U.S. antitrust enforcement operates under a consumer welfare standard that has proven flexible
enough to address various competitive harms but lacks formal mechanisms to consider
international competitiveness implications. DOJ’s Antitrust Division and FTC make enforcement
decisions independently, without structured input from DOC or other executive agencies on trade
or national security effects. While the Committee on Foreign Investment in the United States
reviews certain transactions for national security concerns, the antitrust agencies have no
systematic process to weigh whether enforcement actions against U.S. firms might strengthen
foreign competitors or harm U.S. strategic interests. And overall, historically, they have been
indifferent to these impacts.>* At the same time, they do not see it as within their scope to push
back against their foreign counterparts when those counterparts use antitrust for competitive
reasons.

Foreign governments now cite U.S. antitrust enforcement as validation for discriminatory measures
against American firms.

Problem

This siloed, oblivious approach has contributed to the weakening of U.S. strategic industries.
Sixty years of aggressive antitrust enforcement against Western Electric and AT&T systematically
dismantled America’s telecommunications equipment industry while other nations protected
their champions, leaving the United States with no domestically owned telecom equipment
companies today.®® Foreign governments now exploit U.S. antitrust enforcement as validation for
discriminatory measures against American firms. The problem extends globally: Google alone
faces approximately 100 antitrust investigations worldwide, while the EU has levied over $10
billion in antitrust fines against U.S. tech companies since 2017.%° Foreign governments exploit
U.S. antitrust actions to validate their own discriminatory measures—the EU explicitly cites U.S.
cases to justify DMA provisions targeting American firms, creating a “Brussels effect” as similar
laws spread to Brazil, India, Japan, and beyond.®” Ironically, USTR lists these same foreign
regulations as discriminatory trade barriers, yet DOJ and FTC enforcement provide political cover
for them.%8 This creates a vicious cycle in which U.S. enforcement weakens American firms while
foreign competitors receive state support and protected home markets. And U.S. antitrust
officials give too much professional deference to their foreign counterparts, unwilling to
acknowledge that they are increasingly using antitrust as an NTA.

Solution

The White House should direct DOJ and FTC to incorporate international competitiveness
considerations into their prosecutorial discretion and remedy design after liability is established
in cases involving strategic sectors, while also charging them with challenging foreign antitrust
weaponization. For merger reviews, agencies should exercise prosecutorial discretion by not
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spending scarce resources challenging deals with strong competitiveness justifications and
instead prioritizing anticompetitive deals that lack such benefits. There is precedent from the
1950s, when the Pentagon successfully intervened in the AT&T case on national security
grounds.® DOJ and FTC should be able to receive input on the competitiveness implications
from relevant executive branch offices, including the Pentagon, DOC, and National Security
Council, when finalizing remedies that could have international competitive effects.®®

For conduct cases, the same principle applies: agencies should focus resources on cases without
competitiveness concerns. In both merger reviews and conduct cases, while competitiveness
considerations never determine whether conduct violates antitrust law, they should inform which
cases merit limited enforcement resources and how remedies are designed after liability is
established. DOJ and FTC should establish a formal consultation process whereby relevant
executive branch agencies, including DOC and the National Security Council, provide input on
international competitive effects before finalizing enforcement actions in strategic industries.
The Trump administration should also direct DOJ and FTC to take a more active role in pushing
back against foreign antitrust attacks on U.S. firms, including by filing formal submissions in
foreign proceedings, issuing statements challenging discriminatory enforcement, and working
through groups such as the International Competition Network and potentially the WTO to
address these issues. This approach would maintain the consumer welfare standard’s analytical
rigor while ensuring that enforcement decisions account for national strategic interests, including
effects on U.S. innovation capabilities and strategic industry leadership.

The Trump Administration should direct DOJ and FTC to incorporate international competitiveness
considerations into their prosecutorial discretion and remedial decisions in cases involving
strategic sectors.

Require Periodic Economic Impact Assessments of NTAs

Status Quo

USTR monitors compliance through the National Trade Estimate Report, which provides
descriptive coverage but limited quantitative estimates of digital NTAs. USTR has been asked to
enhance this reporting but lacks a standing, methodical framework to estimate the economic
impact of digital NTAs on U.S. firms and the broader economy. No federal entity regularly
estimates cumulative impacts on gross domestic product (GDP), export revenues, or R&D
diversion stemming from discriminatory digital measures.

Problem

Without measurement, NTAs proliferate unchecked. EU regulatory fines against U.S. tech firms
totaled $6.7 billion in 2024, yet broader economic impacts, such as compliance costs and ripple
effects on the industry as a whole, remain unquantified.®! Absent systematic data on economic
losses and tax base erosion, policymakers cannot prioritize enforcement or demonstrate to
trading partners the actual economic costs of their policies.

Solution

Congress should direct USTR to enhance the National Trade Estimate Report with a dedicated
section on digital NTBs and attacks, supported by DOC and the United States International Trade
Commission. This enhanced section will map measures country by country, identify affected
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sectors and firms, and provide clear cost bands for (a) fines and fees, (b) compliance and
localization spending, and (c) mandated product or design changes, drawing on established
international restrictiveness indicators and nontariff-measure datasets.%?

A public, quarterly dashboard listing newly imposed and resolved measures by country, legal
authority, and sector, with estimated cost bands and short notes on enforcement status, modeled
on existing official barrier registries should be published.®® For major actions, USTR should add a
brief before-and-after check around the announcement or enforcement date and a two-page case
note on observed impacts (an approach already used in trade policy studies).®* Implementation
would use the existing Trade Policy Staff Committee process: USTR coordinates inputs, DOC
provides sector analysis (and can field a short annual survey of small and mid-size exporters),
and the United States International Trade Commission conducts independent fact-finding.®® This
dashboard must explicitly flag countries that have trade agreements with the United States but
are introducing domestic regulations that conflict with those agreements. It should list measures
by country, legal authority, and sector.

Absent systematic data on economic losses and tax hase erosion, policymakers cannot prioritize
enforcement or demonstrate to trading partners the actual economic costs of their policies.

Document Impact on SMEs and Innovation Ecosystem

Status Quo

The U.S. government currently lacks a consistent mechanism to track and measure the impact of
NTAs on American SMEs and the broader innovation ecosystem. While federal agencies monitor
traditional trade barriers, there is no instrument to document how DSTs, localization, and design
mandates affect SMEs’ compliance burdens, export decisions, and access to platforms.®® USTR’s
National Trade Estimate Report addresses certain NTBs but does not systematically capture their
downstream effects on the innovation pipeline.

Problem

This gap in documentation hides the full impact of NTAs on the U.S. economy. SMEs suffer
disproportionately from NTBs because they lack the resources, management skills, and legal
infrastructure to handle complex regulatory requirements across multiple jurisdictions.®” When
the EU imposes regulations with compliance costs that can reach billions of dollars, or when
countries mandate data localization, smaller firms cannot absorb these costs as easily as large
corporations can.®® The damage extends beyond individual companies—NTAs “devastate U.S.
small and medium enterprises that depend on these platforms while blocking crucial exit
strategies for startups that rely on acquisitions to return capital to investors and fuel the next
generation of innovation.”®° This particularly threatens America’s venture capital ecosystem,
wherein SMEs and startups annually generate patents that are cited 8.5 percent more than
established firms’' patents are, demonstrating their outsized contribution to disruptive
innovation.”®

Solution

The administration should incorporate digital non-tariff measures into existing firm-level surveys
administered by the Commerce Department’s International Trade Administration and the U.S.
Small Business Administration. By adding NTA-specific modules to established surveys of
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startups, SMEs, and digitally reliant firms, the government can capture compliance costs, market
restrictions, and foregone opportunities without creating redundant data collection infrastructure.
If necessary, the surveys would be expanded to include startups, SME manufacturers, and digital
service providers to measure compliance costs, market restrictions, and missed opportunities due
to discriminatory rules.”! The assessment should track metrics such as regulatory compliance
costs as a percentage of revenue for firms under $100 million, startup formation rates in sectors
affected by foreign regulations, venture capital trends after NTA changes, and disruptions in tech
acquisitions.’? This data would strengthen U.S. negotiations by providing concrete evidence of
economic harm, supporting affected SMEs, and prioritizing specific NTAs to challenge through
trade enforcement mechanisms.”?

Engage and Negotiate With Leverage

Make Digital Barrier Removal a Priority in All Trade Negotiations

Status Quo

The Trump administration has elevated digital trade barriers as a negotiating priority, leveraging
tariff threats to pressure countries such as Canada to abandon discriminatory DSTs. However,
concrete outcomes have been limited. Despite these efforts, digital provisions can remain
secondary to traditional trade concerns. While the United States-Mexico-Canada Agreement
(USMCA) and the U.S.-Japan Digital Trade Agreement set high standards, most bilateral deals
lack comprehensive digital provisions.’* Despite trade agreements and commitments, countries
continue pursuing discriminatory policies—South Korea, for example, is pushing DMA-style
legislation that would grant its Fair Trade Commission broad discretion to target U.S. companies
with arbitrary thresholds, even after committing in November 2025 to ensuring that U.S.
companies “are not discriminated against.”’® Trade negotiators prioritize traditional sectors such
as agriculture and manufacturing, treating digital commerce as supplementary, even though over
50 percent of traded services depend on digital technologies.”® The Biden administration’s
withdrawal from the WTO Joint Statement Initiative on E-Commerce negotiations in 2023 ceded
U.S. leadership as 49 other countries continued negotiations.””

Problem

This fragmented approach allows foreign governments to systematically target U.S. technology
companies through NTAs—discriminatory regulations, forced data localization, and DSTs—while
seeking access to American markets for their traditional goods. 78 The EU runs a trade surplus of
over $200 billion with the United States while imposing digital regulations that function as trade
barriers against American firms.”® China fills the vacuum left by U.S. companies’ retreat from
markets due to discriminatory policies.® Without equal prioritization, American technology
leadership erodes precisely when strategic competition intensifies.

Solution
The Trump administration should continue and expand efforts to make digital barrier removal a
priority, through four steps:

1. Require binding commitments against discriminatory digital regulations with identical
enforcement mechanisms to those for traditional trade violations.

2. Link enforcement across sectors—no agricultural or manufacturing concessions without
reciprocal digital openness.
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3. Standardize high-ambition digital chapters (e.g., USMCA-plus), adding Al-relevant
provisions (e.g., data flows, narrow exceptions, algorithm/source-code protections with
court-supervised access).8!

4. Promote bilateral Digital Trade Agreements instead of trade deals without much weight.

5. Make carrying out commitments to roll back NTAs a condition for receiving a specific
trade deal, including tariffs levels, from the president.

In addition, the Trump administration should enforce quarterly compliance reviews. Trade
agreements cannot be “set it and forget it.” The administration should verify that partners are
honoring their commitments. If the quarterly review identifies regression—such as a treaty
partner adopting a discriminatory “digital sovereignty” law—the U.S. must immediately “revisit”
the agreement in the subsequent quarter. This means pausing benefits or suspending
cooperation until the regression is reversed. Given the administration’s three-year tariff policy
horizon, these regular checkpoints create the necessary cadence to ensure that market access
remains open.

This approach creates negotiating leverage that is currently absent when digital issues stand
alone, reduces compliance costs resulting from regulatory fragmentation, and preserves U.S.
competitive advantage in digital services. Implementation requires quarterly review and USTR
coordination with Commerce and the State Department to ensure consistent enforcement across
agreements. &2

Leverage Al Investments and Partnerships as Systemic Incentives

Status Quo

The United States currently dominates global Al infrastructure, with American cloud providers
controlling two-thirds of global cloud infrastructure and establishing technical standards through
market adoption.®® Countries worldwide now scramble to build “sovereign Al” capabilities by
either developing domestic Al models or acquiring computing infrastructure.®* Countries
including the UAE, Saudi Arabia, Turkey, and nations across Africa and Latin America are
actively courting American tech companies for Al partnerships, data centers, and cloud
infrastructure investments. Al infrastructure has become a lever of national power; control over
chips, cloud platforms, and data centers now shapes geopolitics.85

U.S.-backed Al partnerships, infrastructure, and technology cooperation should be tied to verifiable
commitments to open, nondiscriminatory digital and technology policies.

The Problem

The current approach underutilizes the United States’ position of dominating global Al
infrastructure as a form of statecraft. Many governments seek U.S. Al investment while adopting
discriminatory digital regulations modeled after European frameworks—data localization,
selective enforcement, extractive fines, and desigh mandates—that weaken U.S. technology
leadership precisely when scale advantages matter most against China's state-directed model.86
The fragmented approach allows countries to benefit from U.S. Al investments while maintaining
protectionist policies, creating a situation in which American innovation subsidizes foreign digital
sovereignty efforts without reciprocal market access.
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Solution

U.S.-backed Al partnerships, infrastructure, and technology cooperation should be tied to
verifiable commitments to open, nondiscriminatory digital and technology policies. Partners that
protect cross-border data flows, avoid forced localization, and enforce regulations transparently
should receive deeper cooperation—access to advanced compute, cloud regions, and joint
research—while partners that adopt or enforce discriminatory measures should face scaled-back
cooperation or even suspension. Framed this way, countries face a straightforward choice:
sustain discriminatory policies and limit access to U.S. Al capabilities or open their digital
markets and fully participate in the U.S.-led Al ecosystem.®’

Prioritize Digital Policy in Development Finance Corporation Investments

Status Quo

DFC currently provides $9.3 billion annually in financing across developing countries without
systematically conditioning investments on recipients’ digital regulatory practices.®® Most DFC-
eligible markets maintain discriminatory digital policies—such as data localization requirements
and DSTs targeting U.S. technology companies—yet DFC does not systematically consider these
policies in investment decisions. Information Technology and Innovation Foundation (ITIF)
research finds that DFC supports projects in countries on the USTR 301 Watch List and those
engaging in digital trade restrictions.®

DFC should prioritize investments in countries that demonstrate a commitment to nondiscriminatory
digital policies, with particular attention to data centers, cloud infrastructure, and connectivity
projects in which digital policy alighment matters most.

Problem

This unconditional approach undermines U.S. economic competitiveness by inadvertently
subsidizing countries that actively harm American technology companies through NTAs.
Countries receive U.S. development financing while simultaneously implementing policies that
extract revenue from U.S. firms through discriminatory fines, data localization requirements, or
regulatory barriers that favor domestic competitors. This creates a perverse incentive structure
wherein developing nations can benefit from U.S. largesse while undermining U.S. commercial
interests. The absence of conditionality also represents a missed opportunity to leverage DFC’s
considerable financial resources—approaching its $60 billion exposure cap—to incentivize
market-friendly digital policies before protectionist measures become entrenched.®

Solution

DFC should prioritize investments in countries that demonstrate a commitment to
nondiscriminatory digital policies, with particular attention to data centers, cloud infrastructure,
and connectivity projects in which digital policy alignment matters most. DFC should develop a
digital policy scorecard to assess recipient countries’ regulatory environments as one factor in
investment decisions, alongside national security, development impact, and other strategic
priorities. This approach would signal U.S. preferences for open digital markets while
maintaining flexibility to pursue investments that serve broader strategic objectives. DFC could
emphasize digital policy openness in regions where China’s Digital Silk Road offers alternative
financing, demonstrating that U.S. partnership supports both development goals and market-
oriented digital policies.®!
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Restore and Expand Digital Policy Capacity Building for Developing Countries

Status Quo

The State Department’s Bureau of Cyberspace and Digital Policy was established to advance U.S.
digital policy interests globally and maintains digital attachés in 16 markets, but the bureau has
been significantly reduced in recent years, limiting its capacity for systematic engagement. 92
Technical assistance on digital regulation remains fragmented across agencies, and there is no
coordinated messaging on market-friendly strategies. Many developing countries gain their
primary understanding of digital regulatory models from EU officials promoting restrictive
frameworks or Chinese representatives pushing authoritarian approaches.

Problem

Developing nations often adopt harmful digital policies not out of protectionist intent but
because they lack awareness of their negative impacts on their economies.®® Without sustained
U.S. engagement, developing country policymakers often turn to EU officials advocating the DMA
or Chinese representatives promoting digital sovereignty, adopting these models despite their
economic costs. The EU exports its regulatory framework through technical assistance, framing
discriminatory policies as “global best practices.” This regulatory influence harms U.S. interests
and developing countries, as studies show that they would lose more GDP than gain in digital
protectionism revenue. °* The U.S. approach is too limited to counter these influence campaigns
effectively.

Solution

Congress should restore funding and expand the mandate of the State Department’s Bureau of
Cyberspace and Digital Policy, specifically establishing a dedicated Office of International Digital
Policy Engagement and Capacity Building within the bureau to consolidate technical assistance
efforts. This office would expand the digital attaché program to 50+ priority markets, facilitate
dialogue with developing country policymakers on digital regulatory approaches, and provide
technical assistance on how open digital policies can boost economic growth while addressing
legitimate policy concerns. Programs would include collaborative economic analysis with
developing countries, showing how various regulatory approaches affect foreign investments,
technology transfers, and domestic digital businesses. Partnerships with U.S. tech companies
would offer case studies and expertise. Focus should be on countries considering DSTs or data
localization, engaging in dialogue about alternative revenue models and data frameworks that
protect national sovereignty while maintaining digital market openness. The office would
coordinate with Commerce and other agencies participating in the Digital Connectivity and
Cybersecurity Partnership to ensure consistent U.S. engagement on digital policy.®

Counter and Deter
Prevent NTAs from Becoming Global Norms Through Multilateral Forums

Status Quo

The United States participates in multilateral organizations (OECD, G7, G20, UN, ITU) without a
coordinated counterstrategy to address systematic efforts by the EU and China to legitimize their
digital governance models as international standards. The EU explicitly aims to “assert its
position with a leading voice” at these forums to embed its data protection principles in global
rules.® China actively promotes “cyber sovereignty” through the World Internet Conference,

INFORMATION TECHNOLOGY & INNOVATION FOUNDATION | DECEMBER 2025 PAGE 16



International Telecommunication Union (ITU), and UN forums, with a Chinese national heading
the ITU since 2014.%7

Problem

The EU and China use multilateral forums to normalize discriminatory policies as “best
practices”—the EU through regulatory frameworks, China through state-controlled governance
models. The Brussels Effect has succeeded globally, with Argentina, Brazil, Japan, Nigeria,
South Korea, Thailand, and Turkey adopting GDPR-inspired frameworks.% China advocates for
ITU control over Internet architecture and “multilateral” state-based governance that challenges
the multistakeholder model.®® Once either framework gains multilateral endorsement, countries
adopt them to appear compliant with emerging norms. This creates a two-front challenge: U.S.
firms face discriminatory EU regulations and authoritarian Chinese controls being legitimized
through institutions, while U.S. principles of open Internet governance lose ground. This process
transforms bilateral trade disputes into multilateral consensus against U.S. interests, with
American taxpayers effectively funding organizations that undermine U.S. competitiveness
through their contributions to these institutions.

U.S. firms face discriminatory EU regulations and authoritarian Chinese controls being legitimized
through institutions, while U.S. principles of open Internet governance lose ground.

Solution

The Trump administration should significantly increase U.S. engagement in multilateral
organizations to actively counter efforts to legitimize discriminatory digital policies, while
reserving the option to condition funding in cases of systematic bias against U.S. economic
interests. The State Department’s Bureau of Economic and Business Affairs should expand and
strengthen existing multilateral digital policy programs with dedicated resources and clearer
mandates to engage proactively in standard setting at international forums. U.S. foreign officials
should systematically challenge discriminatory policies, build coalitions with like-minded
countries, and propose alternative frameworks that protect legitimate policy interests without
resorting to protectionist trade barriers or attacks. The United States should complement
multilateral engagement with bilateral and plurilateral initiatives, such as the Digital Connectivity
and Cybersecurity Partnership, that promote open digital markets and demonstrate viable
alternatives to protectionist frameworks. Congress should require annual reports assessing how
multilateral organizations’ digital policy positions affect U.S. economic interests, with authority
to adjust U.S. funding levels for organizations that systematically promote discriminatory policies
despite U.S. objections. % This strategy prevents protectionist policies from being legitimized
through international institutions by ensuring robust U.S. engagement and leadership in
multilateral forums, while maintaining accountability for U.S. taxpayer contributions.

Launch Section 301 Investigations Into Major NTAs

Status Quo

Section 301 of the Trade Act of 1974 provides USTR with authority to investigate and respond
to unfair trade practices, but its application remains largely oriented toward traditional trade in
goods through tariff mechanisms. The administration has initiated investigations into digital
service taxes and certain digital sovereignty initiatives, but these investigations remain limited in
scope, and enforcement tools are outdated for the digital economy.!°!
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Problem

The EU’s DMA and DSA exemplify the most egregious targeting of U.S. technology firms through
discriminatory regulation that affects American competitiveness and innovation. The DMA'’s
revenue and market capitalization thresholds—€7.5 billion in annual EEA turnover or €75 billion
market cap—were explicitly designed to capture U.S. tech giants while exempting most
European competitors, as DMA rapporteur Andreas Schwab advocated.!°? These regulations stifle
innovation, create compliance burdens estimated in billions of dollars annually, and provide a
protectionist model for other countries to emulate. Beyond the DMA and DSA, the EU’s
discriminatory enforcement of GDPR, extractive fines, and digital sovereignty initiatives
collectively undermine U.S. technological leadership and extract revenue from American
companies to subsidize European competitors.!%

Solution

Congress should amend Section 301 to detail specific mechanisms and processes for imposing
retaliatory measures on foreign service providers, including licensing requirements, certification
restrictions, and reciprocal joint venture mandates.!%* The administration should launch
comprehensive Section 301 investigations into the EU’s DMA, DSA, and discriminatory GDPR
enforcement patterns, documenting anticompetitive distortions with detailed economic
assessments. These investigations should expand beyond DSTs to encompass the full spectrum
of digital discrimination, including cybersecurity regulations and cloud sovereignty requirements.
The administration could implement retaliation through traditional tariffs, taxes, or restrictions
on EU digital service companies operating in the United States, as well as limitations on other
EU service providers, including accounting firms, air carriers, and media companies. ! This
approach would establish credible deterrence while maintaining flexibility for negotiated
settlements that address the underlying discriminatory practices.

The administration should launch comprehensive Section 301 investigations into the EU’s DMA, DSA,
and discriminatory GDPR enforcement patterns, documenting anticompetitive distortions with detailed
economic assessments.

Re-engage in Multilateral Digital Trade/Digital Economy Disciplines Outside the WTO

Status Quo

The United States withdrew from digital trade commitments at the WTO in 2023 and has
retreated from leadership in establishing binding digital trade rules, creating a vacuum filled by
China’s digital sovereignty model and European regulatory imperialism. The CPTPP contains
advanced digital trade provisions, including prohibitions on data localization, protection of cross-
border data flows, and nondiscrimination for digital products, but the United States remains
outside this framework. 1%

Problem

U.S. withdrawal from multilateral digital trade negotiations undermines American technological
leadership and allows adversaries to shape global digital governance. China exploits the absence
of U.S. leadership to advocate for broad national security exceptions that justify data localization,
while the EU exports its regulatory model globally.®” Without binding international
commitments, U.S. firms face an increasingly fragmented global digital economy with conflicting
requirements across jurisdictions. The absence of dispute-resolution mechanisms for digital trade
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leaves American companies vulnerable to discriminatory treatment with no recourse. Countries
such as India leverage “policy space” arguments to justify protectionist measures, citing U.S.
withdrawal as validation for data sovereignty approaches.!%®

Solution

The United States should join the CPTPP, which already includes key allies such as Japan,
Canada, and Australia. The CPTPP was conceived to counter China’s growing influence in the
Asia-Pacific region; the United States should resume its role in this initiative. The condition for
joining the agreement must include binding commitments to ensure cross-border data flows for
business purposes, with only narrow, necessary exceptions for legitimate public policy objectives
that do not constitute disguised protectionism.%° This framework creates a competitive
advantage for open, rules-based digital economies by enabling trusted digital partnerships among
countries with compatible governance systems, providing a clear alternative to authoritarian
digital governance models that rely on state surveillance and discriminatory enforcement.

Diplomatic protests without credible enforcement fail to deter discriminatory practices against U.S.
technology firms, as evidenced by the EU’s continued escalation of protectionist digital sovereignty
measures despite years of U.S. concerns.

Implement Reciprocal Measures With Escalating Consequences

Status Quo

The United States has primarily relied on diplomatic complaints and dialogue to address digital
protectionism, with limited use of trade enforcement tools that almost always fail to change
foreign behavior. The fact that the Biden administration’s Trade and Technology Council
explicitly excluded NTAs from the dialogue is a case in point. The Trump administration has
increased its use of trade retaliatory measures, but these responses have lacked consistency.
Meanwhile, countries that impose discriminatory measures against American tech companies
continue to secure favorable trade agreements without any compromise to their digital policies.
Current responses still lack clear escalation triggers, predictable consequences, or coordination
across different policy tools, undermining deterrence. !1©

Problem

Diplomatic protests without credible enforcement fail to deter discriminatory practices against
U.S. technology firms, as evidenced by the EU’s continued escalation of protectionist digital
sovereignty measures despite years of U.S. concerns. The absence of clear escalation thresholds
enables foreign governments to incrementally increase protectionist measures without facing
meaningful consequences. Uncoordinated responses across different U.S. agencies reduce
effectiveness and allow targeted countries to exploit gaps. The EU maintains a $200 billion trade
surplus with the United States while systematically discriminating against American tech
companies, demonstrating that current approaches lack leverage.!!!

Solution

USTR, in coordination with the Commerce, Treasury, and State departments, should establish a
structured escalation framework that begins with formal diplomatic warnings that specify precise
concerns and required remedies within defined timeframes. Escalation decisions should be
informed by rigorous economic analysis, quantifying the harm to U.S. firms and the broader
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economy from discriminatory measures.!'? If initial consultations fail, targeted regulatory
measures beyond traditional tariffs, such as using DOC ICT service reviews to scrutinize EU
firms’ transactions with foreign adversaries, implementing mirror taxes through Section 891 of
the Internal Revenue Code to match discriminatory DSTs, and restricting federal procurement
opportunities for firms from non-compliant countries, should be implemented.!'3 The framework
should define specific triggers for escalation based on quantified economic-harm thresholds, the
number of affected U.S. companies, and evidence of systemic discrimination rather than isolated
incidents, making use of the quarterly dashboard listing newly imposed and resolved measures
by jurisdiction. If a country is flagged for regression or new NTAs and fails to “change course”
within one quarterly review cycle, the United States should automatically consider proceeding to
the next tier of consequences (i.e., from diplomatic warning to 301 investigation). This moves
enforcement away from ad hoc political decisions and toward a predictable consequence
structure based on quantified economic harm and systemic discrimination.

Credible deterrence must be maintained by demonstrating willingness to impose costs while
preserving off-ramps for negotiated solutions that address core U.S. concerns. This approach
would incentivize compliance by ensuring there are predictable consequences while avoiding
unnecessary trade conflicts that harm both economies involved in any given dispute.
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